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Enter Radius Server I

Added AAA servers

9.12.1222
1022.2212

GigabitEthernet2
88

¥

v

+]

17|~ =2



SIIr
Cisco Catalyst 9800 7/ VL X bO—5 Y V—X CISCO.

REETIVEAHA K

Wireless Management Settings

Port Number GigabitEthernet2 v |
VLAN* 88

IPva ¥

Wireless Management IP* 88.12.12.11
Subnet Mask* 255.255.255.0

Default Gateway (optional) | 88.12.12.1
Management VLAN DHCP Server x.x.x.x (optional)
IPv6 ¥

IPv6 Address* | FD09:9:2:49::1/64

DayOD3IDDE—KR : RHZVRF7AY, 7IVT47. RI9VINA (FPUVT47&
ZZVNNAICIE. O—AHILIP, UE—RNIP, BLUYTRY NI RIEBEEFAL
THASSO %2t Y N7y TTBATYavhHBnEs) &

il Configuration Setup Wizard

cisco

Deployment Mode Standaione v
Country e o
Stancby
Date -
Time | Timezone 103512 @ e |w
NTP Servers Enter NTP Server (+]
Added NTP severs
AAA Servers Enter Radius Server IP || Enter Key @ Q

Added AAA servers

Wireless Management Settings

Port Number GigabiEthemei2 v
VAN 1-4004
IPv4 v
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ATFYw TS5

[Wireless Networks Settings] [BIE]D [Employee] 48T, Fx vV U A M ZHEELREH S
DIEHZANLET,

vy k7 —24/sSID

¥+ a1YFT 4 (WPA/WPA2 Personal 7 &)

WPA/WPA2 Personal : /X7 L—X (PSK/fl : Cisco123) ZANLT. NRT7L—X%HE
ELEXT,

4aprsK (EHIHBFX—//XX 7L —X) %{HERHU = WPA/WPA2 Personal TERTE U f=fitd
Exvy bT7—90f

Add Network

MNetwork Name* Enter Network Name ‘

Netwark Type @ Employee Guest

Security | WPz Personal v

WPA?Z Enterprise ‘

WPA2 Personal

Pre-Shared Key*

19|~ —2
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ATFYT6 (AT 3) [Wireless Networks Settings] EIE D [Guest] 3BT, Fx v I U XA MZHEZEL
BHASRDIEEZANILET,
XY NT—24/55D (5 : guest)
¥ a1YF 1 (] : web Consent)
B 5Web TORBETHRESNLET A XY M T—7 D)

Add Network

Network Name*

| guest

Network Type Employee @ Guest

ebeonsent v

webauth

c

onsent

‘webconsent

AT w77 [Advanced Setting] B[ @ [RF Parameter Optimization] 818 T. XD F|E%=EITLE T,
9S54 T7Y NBE%, Low. Typical. /=ld High " SBIRULET,
RFNSTAYI IATDRFINGA—=H (F—IPEERE) 2RELET,

RICKTELDIC, VWMETITIORDAVRYVATIEAP SR MRA Y MIEERED T
T7AINTERSNhET,

20| N — 2
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3. Advanced Settings

Client Density « L]
Low Typical High

RF Group Name* default
Traffic Type Data and Voice ¥
Virtual IP Address 192.0.2.1

AP Certificate
Generate Certificate YES [ ]
RSA Key-Size 2048 v
Signature Algorithm shal v

Password* @

Previous Summary

JRD CL ., [Client Density] [C [Low]. [Typical]l. F 7l [Highl ZBIRUIZIGEDT 7 4L
MEZRLTWET,

Typical-Client-Density-802.11a

ap dot11 5ghz rrm txpower min -10

ap dot11 5ghz rrm txpower max 30

ap dot11 5ghz rrm tpc-threshold -70

ap dot11 5ghz rx-sop threshold auto

ap dotl11 5ghz rrm coverage data rssi-threshold -80
ap dotl11 5ghz rrm coverage voice rssi-threshold -80
ap dotl11 5ghz rrm coverage level global 3

ap dotl11 5ghz cleanair

no ap dotl1 5ghz rrm channel cleanair-event

ap dotl11 5ghz rate RATE_12M mandatory

ap dotl11 5ghz rate RATE_9M supported

ap dotl11 5ghz rate RATE_6M disable

no ap dotl1 5ghz rrm channel cleanair-event
wireless client band-select client-rssi -80
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High-Client-Density-802.11a

ap dotl1l 5ghz rrm txpower min 7

ap dotl11 5ghz rrm txpower max 30

ap dotl11 5ghz rrm tpc-threshold -65

ap dotl11 5ghz rx-sop threshold -78

ap dotl1 5ghz rrm coverage data rssi-threshold -80
ap dotl1 5ghz rrm coverage voice rssi-threshold -80
ap dotl11 5ghz rrm coverage level global 3

ap dotl1 5ghz cleanair

no ap dotl1 5ghz rrm channel cleanair-event

ap dotl11 5ghz rate RATE_12M mandatory

ap dotl1 5ghz rate RATE_9M supported

ap dotll 5ghz rate RATE_6M disable

no ap dotll 5ghz rrm channel cleanair-event
wireless client band-select client-rssi -80

Low-Client-Density-802.11a

ap dotll 5ghz rrm txpower min -10

ap dotl11 5ghz rrm txpower max 30

ap dotl11 5ghz rrm tpc-threshold -60

ap dot11 5ghz rx-sop threshold -80

ap dotl11 5ghz rrm coverage data rssi-threshold -90
ap dotl11 5ghz rrm coverage voice rssi-threshold -90
ap dot11 5ghz rrm coverage level global 2

ap dot11 5ghz cleanair

no ap dotl1 5ghz rrm channel cleanair-event

no wireless client band-select client-rssi

Typical-Client-Density-802.11bg

ap dotl1 24ghz rrm txpower min -10

ap dotl11 24ghz rrm txpower max 30

ap dotl1 24ghz rrm tpc-threshold -70

ap dotll 24ghz rx-sop threshold auto

ap dotll 24ghz rrm coverage data rssi-threshold -80
ap dotll 24ghz rrm coverage voice rssi-threshold -80
ap dotll 5ghz rrm coverage level global 3

ap dotll 24ghz cleanair

no ap dotl1 24ghz rrm channel cleanair-event

ap dotl11 24ghz rate RATE_12M mandatory

ap dotl11 24ghz rate RATE_9M supported

ap dotl11 24ghz rate RATE_18M disable

ap dotl11 24ghz rate RATE_24M disable

2| N =
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ap dotl11 24ghz rate RATE_36M disable

ap dotl11 24ghz rate RATE_48M disable

ap dotl11 24ghz rate RATE_54M disable

ap dotl11 24ghz rate RATE_6M disable

no ap dotll 24ghz rrm channel cleanair-event
wireless client band-select client-rssi -80

High-Client-Density-802.11bg

ap dotl11 24ghz rrm txpower min 7

ap dotl11 24ghz rrm txpower max 30

ap dotl11 24ghz rrm tpc-threshold -70

ap dotll 24ghz rx-sop threshold -82

ap dotll 24ghz rrm coverage data rssi-threshold -80
ap dotl1 24ghz rrm coverage voice rssi-threshold -80
ap dotll 5ghz rrm coverage level global 3

ap dotll 24ghz cleanair

no ap dotll 24ghz rrm channel cleanair-event

ap dotl11 24ghz rate RATE_12M mandatory

ap dotl11 24ghz rate RATE_9M supported

ap dotl11 24ghz rate RATE_18M disable

ap dotl11 24ghz rate RATE_24M disable

ap dotl11 24ghz rate RATE_36M disable

ap dotl11 24ghz rate RATE_48M disable

ap dotl1l 24ghz rate RATE_54M disable

ap dot11 24ghz rate RATE_6M disable

no ap dot11 24ghz rrm channel cleanair-event
wireless client band-select client-rssi -80

Low-Client-Density-802.11bg

ap dotl11 24ghz rrm txpower min -10

ap dotll 24ghz rrm txpower max 30

ap dotll 24ghz rrm tpc-threshold -65

ap dotll 24ghz rx-sop threshold -85

ap dotll 24ghz rrm coverage data rssi-threshold -90
ap dotl1 24ghz rrm coverage voice rssi-threshold -90
ap dot11 5ghz rrm coverage level global 2

ap dotl11 24ghz cleanair

no ap dotll 24ghz rrm channel cleanair-event

ap dotl11 24ghz rate RATE_12M mandatory

ap dotl11 24ghz rate RATE_9M mandatory
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Configuration Setup Wizard

ap dotl11 24ghz rate RATE_18M mandatory
ap dotl11 24ghz rate RATE_24M mandatory
ap dotl11 24ghz rate RATE_36M mandatory
ap dotl1l 24ghz rate RATE_48M mandatory
ap dotl11 24ghz rate RATE_54M mandatory
ap dotl11 24ghz rate RATE_6M mandatory

no ap dotll 24ghz rrm channel cleanair-event
no wireless client band-select client-rssi

SMTEMIEUVESIE [Finish) 22 Y v o2 LET,

Vv General Settings

Deployment Mode
Country

Date

Time / Timezone
NTP Servers

AAA Servers

Wireless Management Settings
Port Number

Wireless Management VLAN
Wireless Management IP
Subnet Mask

Default Gateway

1Pv6

“  Wireless Network Settings

standalone

us

03 Oct 2018

10:35:12 / India
1021121
9.12.12.22,10.22.22.12

GigabitEtheret2
88

88.1212.11
255.255.255.0
8812121
FD09:9:2:49::1/64

Network Name Network Type Securty
wian1 employee persanal
guest guest authbypass
1 10 v page
Previous Finish
v Wireless Network Settings
Network Name Network Type Security
wian employee personal
guest guest authbypass

WV Advanced Settings

Client Density

RF Group Name
Traffic Type

Virtual IPv4 Address

AP Certificate
Generate Certificate
RSA Key-Size

Signature Algorithm

Typical
default

data and voice
182,021

2048
shal
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AT w79 /it may take a minute to apply the configuration. You will be logged out and asked to login again.

Are you sure you want to proceed?/ EWD 7OV T M Ay E—IDNKRRINET,

It may take a minute to apply the configuration. You will be
logged out and asked to login again. Are you sure you

want to proceed ?

0Kl Z2VUwo LT, BRREEEZEALEY. 747Xy O—ZH40O09 70T
38, 1 —H5—FBEOJVA4YULUT,. 94VL ROy NO—ZDREEY N7y T %
FITT 2WEBLAHDET,
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CLLZERALDay0 TV R T LAY NTPYTIADT7 IR

JY—R174FITIE. T7AIRDDayoCLl V4 HF—RIFTAVLRAEED 7 4 —ILRZHR—FL
TWEBA, I—H—lF, AV 74 Fa2L—Yay E—RO I ZFAUVTFETHRET . BEAS
=T 14 A%EEHICEREL TWeb Ul D Day0 7O—(CEITIT2NELHDFEFI, DayORE%E
DayOCLIEY RV TMSITI&LIFTETY., Dayl CFHTHRESNZXT,

17.4 BIBE, #E3D Day0 T, CUZNUCREMRFBEHLIAREICKD Uz, ZOFKER. A bO—F &
DayOCLl 4 H—RDEIC, PUVERARA VY NEIFAT Y N 2SMSER2ER/ITETVET, HA
SSO [ Day0 TERRETE. A hO—ZDYVO—RRICRFZ YV ITHIEREICITONET, Chid. IXT
DYNIBET7 TZ3AT7VAEIBOOCLT ZANRN—=RITIRTHR=—FbEINFET, <hiF. NTUvII5
JREHR—FEhFERBA, A A=—IDNT—FANTYTEIN, DayORREEZMDBEL ULRWZHTT,

U WVEBS £ /213 Twrite erase] TEHEAIRRESN/KREY T —hT5&., BN Day0 E—RICED ZF
9. RDODRAUYY—>vawyhlE, Dayocll 7O—DFlERLTWET,
o TNARBETZRLAETAVLRABETZRL R, BRB2YTXY MIHZVHELD
nEY,

wizard over http/https

o RIVNAELEULTRESNSRBICUERREIR. RFYRTAVRT I T4 7 DR

bR ET,
e VIANIDIEZ, T7AIBMTIESVITH B, TAVLRABEA VY —T 214 ADWNEE
ETY,
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The deployment mode
Standalone
Active
standby
er your selection [1]: 1

management interface
ace to be used for wireless management
G. bitEth 12 [up]
GigabitEthernet3 [Up]
Choose the interface to config [1]: 1
Enter the vlan ID (1-4694
Configure IPv4 addr ? [yes]
Enter the in 1P [G itEth I: 90
Enter the subnet mask [Gic [255.0.0.0]
Configure IPv6 address? [yes]:
vant to configure a VLAN
Enter the VLAN DHCP Se P

Enter th
Enter the h

Configure creden for management a s on Ac
Enter the management username: admin
Enter the man A R R ot
Reenter the
Er ! Pa
Enter the
Reenter a
Enter the privileged mo E il oot
Reenter the :

Configure country s) for wireless operation in IS0 format [U! us, IN
Configure a NTP now? [y

Configure the system time now?

o HHISRENBEAHIND &, 9800-CL DECELIFAZDEMIITONET,
o FDSH, A—Y—EU 4T —RERTIZRICETAY 74 F¥ 2L —Y 3V TIRE
HHERTEIEA,

em time now? [ye:

date in MM/DD/ ¢ format: ©9/02/2020
the time in £ rmat: 13:13:40

Ly :
name of timezone: UTC
t from UTC (-2
f uTC (0,59)
Configu
Configu

configu

configu
Enter

configu

Auto generate certificate for AP join? [y
Choose key size
1.2048

lection [1

[

system boot

o I—Y—lF ERShEREERRTEET,
o 1—Y—(F TOELRPOEBEDOEATCrli+CEANTSHIET, Dayo V4 F— K%
BTTEET,

27 | N —



ol I Il I I
Cisco Catalyst 9800 74/ ¥ L X hO—5 Y V—X CIsCO

REETIEALA K

The following configuration command script was created

!
interface GigabitEthernctl
switchport
shutdown
ip address dhcp
address 10.104.171.17 255.
mop enable

username admin privil ydJg9CYGNoSXCUS . zx10bbYWZc6ZkwSS7mG]j 08oUkexY09zaRn0Z1drvhe

GigabitEthernet2
witchport
vitchport mode trunk
witchport trunk allowed

mop enabled
route 0.0.0.0 0.0.0.0 9.8
less management interface vlan 18
hostname WL
'

ap profile default-ap-profile
ituser username admin p

© VAY—RORRIC. REZREFT 2D, RELBZBREITIHIZBRIZA T a VHART
ShE9,
c RoTUE~#DREZEEIZATVaviEHDELA.

maxpoll 4 minpoll 4

profile policy default-policy-profile

country US
country IN

Go to the I0S command prompt without saving this config.
Return back to the setup without saving this config
Enter your selection [2]: 2
Building configuration
[0K]

the enabled mode ‘configure’ command to modify this configuration.

Building configuration
[0K]

S-5-CONFIG P: Configured programmatically by proc 1
SELINUX-3-MISMATCH: Cha: 1 Re/0: audispd: udit(1599044310.115:139) : avc: { getattr } for omm="r
dev="devtmpfs" ino 9 scontext : psd_t:se tcontex <_device =blk_fil

%LINK-3-UPDOWN

N: Interface GigabitEth
%LINK-3-UPDOWN: Interface GigabitEth
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C9800-40, C9800-80. C9800-L & Day 0 E&%E
Fla

ATYT1 PCTYTNYTDERA—TXY MR—=—FZT74 VLAY FO—ZOFIE/INRILD

R—MEEEFY—EXR—KFIP (DHCP X/E AT T v ) ICEEEHRLET (kD
M#ua8E) . R—MLEDAEREL. MADTY I VHAEULSERIhTWSZEERLE
¥, Y —ERR—MERATERT ZICIF. VY —ILEERL. 7y TV e —E
AR—bZEZA Y FR—MTEHELEER. VE—MDSO714 Y LTTINA REBRT Y
=T A ATKRAMR, ==L FTVIvI)l. IP, BLVIL—bZRELET,
AT LIS, BHICEIDY TSNP ZEhttps 7SO £y a Y TEET R L
TH—EXR—bTOTFT ALY N7V TICTTIVERATEET,

B 1. i@/ AR JL &Y —E ZAR— kA Day 0 Ul ZHR— b

Connect PC Ethernet Connect PC Ethernet
cable to Front_PaneI cable Service port
Port on the Wireless Sy .

on the Wireless
Controller

Controller

F: o 4vVLRaOy O-SHRL2ICEHFH LT, PCH S GUIAMERTRIEEICKR S E TIC
BabhhdeELhHDET, JvbO—ZIFEEFERELLWVTLIZE LY,

BIE/NRILD LED F XDV AT ART—I A %ERLET,

AT ADEBHATEZTULVREL : LEDASEKT

AV FO—SDEFHES TS : LED BT Y —ITHEKT

Catalyst9800-L 74 VL XAV bO—FT, UTFICRT LIS, PCTY TRy TD

BIRA—U Ry FR—PFZEE/NRILR— N ET—ERR—-NIEEERL T,
ExpressDayOUI [IC7 VA LET,
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Connect a laptop's wired Ethernet port directly Or to the Service Port IP (DHCP or Static) of the

to Front Panel Port wireless controller

ATy 72 HIENRILDOR—BMIERELUTWRESIE. Y7y T TDOHCP ATV 3V ERELE
T, CNICE>T, IPZRLR (192.168.1.X) 5w T hy FICEIDYTONET, T
. 74VLROAYMO—FGUIICT IV ERTBDICAITA YT IPPRLRA
192.168.1X &SV TRy FICBID Y TR ENTEET., EBE55DA TV avbHR—
REhTWxd,
RO, Ay bMO—F%{HRET BHICTMac Ty T by TH DHCP H—E X R—
DS IP7RLRZEEBTZH%ZRLET,

Location: | Automatic

- Us8 Ethemet an
© Connected Status: Connected
USE Ethernet is currently active and has the
Wi-Fi — IP address 192.168.1.3.
Commected i
@ Thund...themet 45, Configure IPv4| | Using DHCP

‘ Eiuemoth PAN IP Address: 192.168.1.3
Connected

Subnet Mask: 235.255.255.240

Thund...t Bridge [
] g .<...:/

Mot Connected Router: 192.168.1.1
, VPN-RTP [g, DNS Server: 10.10.10.1
 Not Connectad

\I'PN SJ s Search Domains:

Mot Conngcted m

] = [z _ Advanced... | (7

Assist me... Revert Apply
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BIEI/NRILIR— MR TIESE T 21881E. DHCP Y SA PV M IDEAATBAZVNELAH D
EERLTWET

Network

T WicFi

Wi-Fi UYL DNS WINS  802.1X  Proxies Hardware

Configure IPv4: Using DHCP <
IPv4 Address: 10.32.172.140 Renew DHCP Lease
Subnet Mask: 255.255.252.0 DHCP Client ID: =
Router: 10.32.172.1 e @“‘“«\
Configure IPv6: Automatically |~
Router:
IPv6 Address:
Prefix Length:
? Cancel OK

RDEIC, Windows PC TD Ry b T—2IFEDH| ([Start] > [Run] > [CMD] > [ipconfig]) %
RUET,

BN C\Windows\systemn32\cmd. exe

CisllzerssDemo*ipconf ig

Yindows [P Configuration

Ethernet adapter Local Area Gonnection:

Connection—-specific DHE Suffix
IPvd Addre=s. . . . . . . . .
] st Mask

Gateway

[ T T}
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734 R—~2 57 K_ED C9800-CL O Day 0 BEFE

C9800-CL OEAXRERTE
=/\RDFREZEITLN, C9800-CL D WebGUI 1 V7 —7 x4 AICHEHEL T, DAYODHA R{FE7
O—%#FALTaAY NO—S%R2BIMEREICLET,

FCS Tl&. DAYO [FHEBSIC2 DM LIcREBA Y7 —T 214X (12FFNA RAEERH. £512
FTAVLREBEIZFAT7VYMNNT T4y V) HHD. RYOOTAVIETINA ZAERE (7Y
RATZNVR) AV —T A RATITONZZEZFHHRELTVWET., T4/ VL RAEEBI VY —
74 RXIE, DAYOICKDERESNET, IOy 7y ThHD., 1 D2DA V=T 214 ADIH%
FARTIHREDZESF. XDEIY3 VT, DAYODHA RifZ70—-%2XFv 7L, cUZFEAL
THHREZITOAEZSRBL TS,
VGA VY —ILEN LT CUICEHEL., XOFIEICHE > TERREEITVET,
HEVAHY—REETULET (ThiF—8MBioscu o« — KT, 74 VL RICEAFTIE
HOFEEA)

Would you like to enter the initial configuration dialog? [yes/no]: no

Would you like to terminate autoinstall? [yes]:yes

MEICIHUTRAMZZRELE T,

WLC(config)#hostname (9800

XAV RE=FERALTCOJA Y LTy IvILEEBMULET,

C9800(config)#username <name> privilege 15 password <yourpwd>

TINAREBA VY —T A RCIPT7RLRAZEMLET. COBITIE, VWM T—KZX b
ZYTRICTINATINY R/FTINA ZAEEB XY T —7 | GigabitEthernet 12y EVJ L
TWBEZRIRELTVET,

C9800(config)#interface gl

C9800(config—-if)#no switchport

C9800(config-if)#ip address 10.58.55.5 255.255.255.0
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C9800-CL ZEEI B UE—MRXRY M T—UADIL—bZEBMLET,

C9800(config)#ip route 10.58.0.0 255.255.0.0 10.58.55.254
BEAT—aVICpingAJEETH S & ZMEFB L. https://<IP of the device management interface> |
FIOEALEYT, URICANULEI LTy vIL2ERLE T, HESHIRES N TWRLVE6H.,

Web GUI [ DAYOR—=JCUFALALIRMLET, CORFAAVYMDDayoDEI a3 VvESEBLT
-1

C9800-CL Day 0 s ELY b7 v 7 U4 ¥ —R

Catalyst 74/ VL XAy rO—Z5D7—b A NSy 77O A2 T 2. REBAVRTY
AEBALER, RYMNT—UICEHBZINTVLSHIMDTA VL AREHNFEELRVVIKEET Day0
DA F—RHARTINZKT,

DAY 0 GUI [C#&E#:9 B ICIE. https ZN U TCEEBFHFDT/NA AEBA VY —TJ /4 RO 14 0L
9,

TNInlr
CISCO

LOGIN

Language: English | HAGE

AJ4VIClE, BIDIET C9800 1 Y R Y Y RAZERT BBICEELEILTYIvIL (A—F—F
ENRT—R) ZEFRALET,
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O74v35E, EANBNSA—9Z2RELTCIAYMNO—S2ERICEESED DYV TIL
BREEZ7O-DRREINET.,. RHDODR—I T, DEREHEREZANDLET,

Configuration Setup Wizard

1. General Settings
Deployment Made Standalone v
Standalone
Country = O
Standby
Date —
Time / Timezone 11:01:17 ®|;[ central ‘ v
NTP Servers Enter NTP Server O
Added NTP servers
AAA Servers Enter Radius Server P Enter Key ol +)
Added AAA servers

ANTBIEBIF. EAE—K, BO—FK. BfEREZ. NTP ((FE) . AAAY—/N— ({EE) T,
SSO ZERET DIHEEIF. VM I U T, RV KR7Z7AOVERET7I9T4T/RAIVINA &&IRT B H
EICDODWTEHFEL TS,

RIS, TAVLRABEBA VI —T A ABEZANLET,
Configuration Setup Wizard

Added AAA servers

Wireless Management Settings

Default Gateway*

Management VLAN DHCP Server

IPvE

Port Number ‘ GigabitEthernet2 v ‘
VLAN* 1-4094

1Pv4 Y

Wireless Management IP* X.XXX

Subnet Mask*

‘ XX XX ‘

XXXX
x.x.x.x (optional)
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GUI ICT7 VAT BIOHICERULIEA VY —T 1A REBERBDZA VI —T 21 ADHERIRTE
ZCEITERELTLEZ WY (CDIBA. gig2 /old g3 ZBIRTEET) . VIAN, IP PRL R, &
KT T7ANNT—b V1 %Z28RLUT, 1V —T x4 X Gigahit 2 ZBRETEET, <hiZLD.
AVI—TzAANNIT VI, TAVLRABEBRADOSVIA VI —T 4R, LT T7AINT—
RozA ELUTEEFMICERESNET, Next] Z7 VYT LET,

ROR—ITlE, V547V NI EHETZDLDICWIAN ((FE) 2EBMTEET., ZDOFITIE PSK
FA4T7OTHRREREINTNET,

Add Network

Network Name* Enter Network Name

Network Type ® Employee Guest

Security

Pre-Shared Key*

RDR—IT, BRRBZRFINSA—F L APFIAZEZRETEET.
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Cleco Configuration Setup Wizard

3. Advanced Settings

Client Density “ [ ]
Low Typical High

RF Group Name* | default |

Traffic Type | Data and Voice v |

Virtual IP Address | 192.0.2.1 |

AP Certificate

Generate Certificate YES .

RSA Key-Size |20"’8—V|

Signature Algorithm | shal ¥ |

Passward™ | Enter password W |

—MIC. FTRAMRA VM EFEETZZRIAF/NDIETY, BENICEEINZRIAF/TH S
., ThTRAMRAVE] EMERTVWET, NTRAMRAY NOFIRREIIECERIMHAEZ T,
DN FIFE=FICLZEEICIHKELBRVZH., PSRRIV MEWVWSEFICE>TWVE
9, AP HYC9800-CL ICEMT BICIE N T A MNRA Y MR EICRKR S/, I—F—[EDAYO TR TR
RRA Y MHBEFERSINEEDSICERETEET, £7/IE. [Generate Certificate] & [NO] ICHIDE X
IG5 EE. APHBINTESLSICDAY 1 THEBEDRIIRZREIT 2NENHD XY,

[Summary] 27Uy I UL TREZERLTH S, [Finish 2V Uy I LET, REERNTAIRSY
AT NARICTyvadh, I—Y—FAOJ7IhEnNET, 9800-CL AV bO—FIIHEFHL F
AN, I—H¥—-CBOYVAY (ALILTFYIvILOAA) Z2RDZTOVTIHRRSNZDD
I eo A DET,

afean],
CISCO

LOGIN

Language: English | HAIE
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SEIZFEIREN T TICTE T L TWBIZH DAYO DR—I N R F vy TEh, 1—H—I(F DAY 1RTE
BOAA YDy amR—RICUFALINENZET,

CLI Z/A L7 C9800-CL MERE : DAYO DO HA K27 0—% X
*v79%
FINARABEETAVLRABEIC2 DOMIZ LIcREBA VY —T7 24 AEFEALILLBRWNERIIE.
CLIZ AN LUTDAYOSREZITL), DAY1SREADGUIICT IV EATZZET,

C9800 ICTA VL ABEBA VI —T x4 RA%HREL. DAYOZ RF v I 3ICIE. XOFIEEE
TUE9., COBITIE. GigabitEthernet INAA Y F LEDM SV IAVT—T x4 RITEHRSH
TWAZE%ERHREL, BHOVIAN ZREL. 1 2ETAVLABEA VY —T7 14 RAERL
L/ia_o

2T7v 71 EXiOVGA/EZ#AvY—IZFERALTCIAIYRICZVEALET,

ATFvT2. BEVA4Y—KRZETLEYT (COV«4H—KIF74 VL 2ROy bO—-3ICE
ETIEHOLZEEA) .

Would you like to enter the initial configuration dialog? [yes/no]: no

Would you like to terminate autoinstall? [yes]:yes
A7Tv73. REBEICHUTRAMNEZRELEXT,
WLC(config)#hostname (9800

ATy 74, AVI74Fal—Y3ay E—RzZzHKL. ROy kRkzEALTATAIY &
Loy I)lzBmMULEY,

C9800(config)#username <name> privilege 15 password <yourpwd>
ATv7T5  TAVLRABEBAVY—T A1 ADVIANZRELEXT,

C9800#conf t
Enter configuration commands, one per line. End with CNTL/Z.

C9800(config)#vlan 122

C9800(config-vlan)#name wireless_management
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27y 76 TAVLRABEA VY —T A ADSNVIZE/RELET, Fl:
C9800(config)#int vlan 122
C9800(config-if)#ip address 172.20.229.21 255.255.255.192

C9800(config—-if)#no shutdown

279 T7. AVH—T 14 Rgigabit1lEZ T VI ELTHRELET,
C9800(config-if)#interface GigabitEthernetl
C9800(config-if)#switchport mode trunk
C9800(config-if)#switchport trunk allowed vlan 122
C9800(config-if)#shut

C9800(config—-if)#no shut
ATy 78  HERICENETRLODTIAIMDIL—b (FflF. LOEFNBIL—F) %
RELET.
C9800(config-if)#ip route 0.0.0.0 0.0.0.0 172.20.229.1
A7v79. TAVLARY NI ZEHICLTEI-—RZRELZET,
C9800(config)#ap dotll 5ghz shutdown
Disabling the 802.11la network may strand mesh APs.
Are you sure you want to continue? (y/n)[y]: y
C9800(config)#ap dotll 24ghz shutdown
Disabling the 802.11b network may strand mesh APs.
Are you sure you want to continue? (y/n)[y]: y

27y 710. APDERAAVERELET, 9800 AEIMET B ICIFEI— RARERI S,
COREICEL>TGUIA MY A—SNTDAYO 7O0—H2F vy TEFET,

C9800(config)# c9800-10-30(config)#ap country ?
WORD Enter the country code (e.g. US,MX,IN) upto a maximum of 20 countries
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27w 7 11. AP HMRAE C9800 ICEMT B ICIE. FERAENNETY, ZDIEAZE(L DAYO 7
O—CHEER TSN, X0 Y REZFAULTCFHTERTZET,

O

AVI—T A RZETAVLABEBA VY —T A RELVLTEELEY,
C9800(config)#wireless management interface vlan 122
EXECE—RTROOATY REHEITLET.

C9800 (#wireless config vwlc-ssc key—-size 2048 signature-algo sha256 password @ <pwd>
Configuring vWLC-SSC..
Script is completed

hig. FEERELEDOERZBELI BRI UTRTY,
AEFAZE DA Y A M —ILZHRELE T,

C9800#show wireless management trust point

Trustpoint Name : ewlc-default-tp

Certificate Info : Available

Certificate Type : SSC

Certificate Hash : e55e61b683181ff0999ef317bb5ec7950ab86c9%e
Private key Info : Available

T EEAEB LUV N SAMRSA Y MORERIERTEEIN, ZDFEEFAPHASMTER
<BOEY, Ul ICEBEIL. BDIERAZEZ 1 Y R—F U TRET DVENHD T,

TAVLABEBA VY —T7 214 AT ping AIRETH D T & ZHEFR L. https://<IP> of the device wireless
management interface> [C7 7 AULE 9., YUAICAALEY l/T//T’)lx%ﬁFﬁ LEJ. 9 TICE

O—RHEERE

SNTWSB/. GUIIEDAYODR—I XXV T U, DAYLIERERDAALA VDT v

YVaR—KRZERRLET,
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INT Vw4 579 K_Ed C9800-CL 0D DAY 0 B8 7E

DAYOWeb V574 A A—HF—AV5—T x4 X (GUI) DEHIIE. &HFID Catalyst 9800 74 L X1
YRO—ZDHREZBEICLT, APETTAT Y NDEGICVERRENFENTVE AV RI VR %E
BT 2L TY, DAYOGUIIE, A4 VL ROy MO—SHRFER A VY THRES N TWRWNHE
ATZRVWERICEREHINET,

DAY 0 GUI [C1E# 9 B ICId. https ZN U TCERBFTADTINA RBEE/TA VL ABEBA VY —T7 14 RIC
OJ4>YUEd,

||I|||I|1
CISCO

e
LOGIN

Language: English | HAGE

AJ4 I, BIDIET C9800 f Y AY YV RAZEMT BFRICEELIZILTYIvIL (A—F—REN
AT7—R) ZERLET.

OJ4>9%¢E, BERHBNSA—52BELTCAYMO—F 2 EEICHES B R-DDY Y TILIRER
E7O0—DRRINET,

RDR—I T, BERBEHRZANLET,
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EiNes Configuration Setup Wizard

1. General Settings

Country us,Im o
Time / Timezone ‘ 15:16:54 ‘ © |;| CEST ‘ v |
NTP Servers (+]

Added NTP servers

172.16.254.254 o

AAA Servers Enter Radius Server IP || Enter Key ® |°

Added AAA servers

172.16.3.51 o

Wireless Management Settings
Port Number GigabitEthernet1 v

IP Address 10.10.20.5

ANT2IEBIE. BO—K. BFEREZ. NTP ((FR) . AAAY—/N— ((FE) TT, 1 DDA V5 —
TIAADIHDIYR— M ENBIHD, A VI—T A XAFHEY N 1DIHDNRY ZRAICEELTNST
EDRDIDET, [Next ] ZTZ Uy ULET,

RKOR—=ITlE, 9547V IDEHTZEELDICWIAN ((FR) 2EBIMTEXT., TOFITIEPSKY A
FZAOUHRREREINhTWET,

Add Network

Network Name* Enter Network Name

Network Type ® Employee Guest

Security WPA2 Personal v |

Pre-Shared Key* | o
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RDOR—IT, BRARBRRFINSA—S E APFIEAEA R ETEET,

thal, Configuration Setup Wizard

CIscO

Client Density ) ]
Low Typical High

RF Group Name*
Traffic Type | Data and Voice v |
Virtual IP Address

AP Certificate
Generate Certificate YES B
RSA Key-Size | 2048 v |
Signature Algorithm | shal v |
Password* Enter password /2

—RRIC. FSRAMRA Y NEEETEZRIABNETY ., BRNICEBEINZRIAB/TH D720,
TRZARRAV N EFFRTWET., FTAMRS Y MNOIIRREZEIZECERIAEZ TY, MOHNF
TEIEE=FBICLZERICIHEFELRWV S, FTRAMRLIYMEWVWSARICHE>TWET, AP A C9800-
CLICBMT BICIEMN S A MRS Y MHAMEICHRS/H, I—H—(EDAYO TR TR MRS Y MO BEEIE
BENdLDICHRETEET, £/-ld. [Generate Certificate] & [NO] ICYID B Z f-1BE (. AP AASINT
Z5L5ICDAY 1 THEDRIFZRET 2VENHD XTI,

[Summary] 227 Y v UTCHREZKERELTHNDS, [Finsh 22Uy o LET, /BEERNSAMRA YR
FTINARZTTyYadn, A—5—FOJ7 7S£ 9, 9800-CL AV FO—ZIIHFEEML T EAD.
A—H—ICEOJ4Y (RAUYVLTYIvILDOAN) 2KkHZ 7OV TIHARRINZDICH 60 HH
n¥EY,
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||||||||1
CISCO

LOGIN

admin ‘

Language: English | HAGE

SEFEEREN T TICTETUTWBEH DAYO DR—IARAF v T, I—HF—E AL YDY v
VaR—=RICUVFALI R NEINET,

B . CscoCoB00-CL

W acl # ® & 1e *
Accuss Drises Cliants Reogues [r—
n (] (4] Actve 0 0 0
3 Dashboard - i S
o] 0 chuded 0 - 0 2.4 Giiz 0
7) Monitoring
Configuration l222]
Administration bl CPUYE Memory Fre x
% Troubleshooting St Active
= CPU Lnikzation Memory Utikization
CPU (%) vs Device Time Maemory Used (%) vs Device Time
(=t - 120%
100% | Memary Detais Size (K]
Drocass oo m) ao | Yot e
Usar 0.20 0% | Used NSTITE
. o sl Frou 4555756
Systar 0.30 2% | 5!
w4 99.60 o - — Committed 7008832 -
1533 1533 15 1534 1533 1533 15 1534
Advvanced CPU View ® User = Sysin W Ko Advanced Wemory View ® Hoaihy @ Criical (00%)
s % [ 8 townon x
Town
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AP

ALARE D FENETE

I—H5—HDAY0OZRAF v 7L Ty FO—5D DAY 1GUI ICEHEREIT ZES. CO1—F—Favk
O—SDAALYGUIICT VAT BHIICIDFEIEEZEITIT H2NELNDHDFET,

1

2)

10SAXY R afERLTEI-RZEDHTET.

€9800-10-30(config)#ap country <country code>

METSHE. GUIIFDAYOZRFY FUZET,

ZM9 % AP ICXH U T, FSIAEZER I W ENH D ET ., AT TERS NERAENLE
BIZEIE. ROV TN EFHTRITTEET,

C9800-CL(config)# wireless config vwlc-ssc key-size 2048 signature-algo sha256 password
ARV KAWL, ROARY RAKRITAIEETH B I L ZHRBLET.
c9800-CL#sh wireless management trust point

Trustpoint Name : ewlc-default-tp

Certificate Info : Available

Certificate Type : SSC

Certificate Hash : 10c07d17e69c8a04658ff96262db9c7babc55247

Private key Info : Available

FIPS suitability : Not Applicable

Cisco Catalyst 9800 Z{EF T 2 EBMN TEZF Ui, DAYLIERFEICOWTIF, — MBIV 74F¥a2L— 3
v AL RZEFERALTLEZ W
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VAV L ADEFNLET—- 70—

TAVYLAOEANBEY b7y 7 TR, BAN—RO7—770—%FALTO-AIL YA &Y

E—rHAFZEREL. ThSDYAMITAVLR XY hT—UZERL T,

VLAN, ACL, QoS 7% ¢&

DRY—ZFERL., oo REFEDMARLET, WIST BRI -5 TE FILLREREETILIC
eV, TYRI—Y—-ICREEWNICNY I T Y RTHERESNET., 772X RA Y MY A MCEIDY

Ton, RUY—, R, BLUOYA M FTHEIDHTENET,

h \
' Site 1 A 1
’ N = \
\ Policy Tag - I ! == \
/1 WLAN Y 5 AN e S| ’
I Profile : 1 1 M ’;’ AN | I
i\ s, ) oy L T e ) 4]
’ ite
U e 7 A \ 1 1 i
\ ! Policy \ R i g 8
\ i ; I S N '3 \
\ i Profile Aol N Sae__.- ’,/ \
\ \ 7 S P \
N N g v =
o ~—Ts
~ -
o I I I
e ~
— ~
Sl Ss
/’z/ oy \\
II'/ AP \ Site Tag \‘
7 Join ! \
I\ Profle [} ___ \
1N PP 1
1 M ’II/ \‘ ’|
W I Fex Y
1 1
\ ]

3 \
RE %\ RFTag %
Profile 1 [y
24 : 1
GHz i S, 1
S N
S o R v
! Profle |} I’
Y\ 5GHz ',' b
ES 4
RIS ’,/
\\ ’,

#Tags and Policies created
behind the Scenes

BEXHNBIAVLREY MNPy FICT7I7EXTBICE. RISRTELIIC, FYyYaR—KR=IJD

FLEPBICH B [Wireless Setup] 74 AV %2 w4 L., [Basic] #EIRLE T,
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Welcome admin ) ﬁA & Mh e (=

Wireless Setup[ Select Type ]

Select Type

Access Points Clients Rogues
(V) 4 Active 0 APs 257 Basic 0
O 0 Excluded 0 Clients 55 Advanced 0
Dashboard !ii
[l CPU & Memory Pressure Graph x
Last Updated: 11/6/2018, 2:55:10 PM
Slot: Active
CPU Utilization Memory Utilization
CPU (%) vs Device Time Memory Used (%) vs Device Time
CPU:| O v 120% 100%
- 100% Memory Details  Size (KB)
75%
Process CPU (%) 80% Total 16370104
User 0.99 e0% Used 3670696 P
40%
System 0.49 20% Free 12699408 25%
Idle 98.30 0% Committed 14897684 0%
14:45 14:45
© Advanced CPU View ® User = System m Idie ‘) Advanced Memory View # Healthy m Critical (>33%)

ATY71: FHLLWY A FOERE—BRBY 1 MRE

O7—yavig, FrvYNR (O—AL) FLETZVFRADWAN (VE—F) OLWTANITHD.

BKEDH—ERX, RYY—, BKUPRFZF OV MEUTERINTT . &A1, B BAOYAL T
(O—AIEFlTFlex) EEBITTIFTAT7YNDEEE LT, Low, Typical, E7ld. High #&RUZE

9, RKD7O—TIE. LocalSite EWSZBITO—HILY A FHERESNE T,
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+«— Back
General Wireless Networks AP Provisioning
Location Name* I LocaISite| ‘
Description I Enter Description ’
Location Type olocal Flex
Client Density 4 L
Low Typical High

AFYT2: Y4 FRTODIALAVLRAXY b 7= ERY O—DER

T4 A Y M7y TO—IREUVTHERS NI WIAN DY A FADEBMICERATEEY., Chb
D WLIAN [FZDEFEBMTEEYS, £EO-HIL VA MROIDOXRY NT—=TJ[CHEBERRYV—D
HHICEDLETEEITSEHTELT, £/ld. [Definenew] /Ry Y ZERAL TH UL SSID Z1ER T
52EHTELT,

+— Back
General Wireless Networks AP Provisioning
+ Add

WLANSs on this Location

WLAN Name VLAN/VLAN Group
4« 0 » [ 10« |items per page
Wireless Network Details Policy Details
WLAN* [ 3 mipefme new || VLAN/VLAN Group* v (Eg.1,25-7)

“vewlc—psx

ACL —r or Defi
| vewlc-dot1x x) r Define new
Qos —E

B E3
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YE—bhYA ~DIER

[B#kIC. [Location Type] IC [Flex] ZBIRT B ETUE— M A MEERLTEZXT., O—AHILTA
NCEERAEER 7 4 —IL RIS, R4 T4 T VIANID PO—HJL AAAH—NN—REDY E— Y
A MNEBEDNFA=FEHLIDR—=ITHRETEET, JO—NILICERESIN TS AAA H—)(—
ZHEALED. [AddNewServer] Y VI ZFEHULTHLULWG—N—ZEBMTZEHTEET,

+— Back
General Wireless Networks AP Provisioning
Location Name* RemoteSite AAA Servers
Description Enter Description Available (1) Selected (0)
vai
Location Type Fos! M 172.20.226.141 >
Client Density ) L4
Low Typical High No AAA servers selected
Native VLAN ID 112|
Add New Server

[Wireless Networks] 7 7 Tl&., YE—BKN YA MIEMT S SSIDZO0—AIL A4y FvJ, OA—AI
FORESSID E L TRRETE XY,

+ Back
General Wireless Networks AP Provisioning
+ Add

'WLANSs on this Location

WLAN Name VLAN/VLAN Group
0 10y |iter
Wireless Network Details Policy Details
WLAN* vewlc-psk Te]  orDefine new VLAN/VLAN Group* (Eg.1,25-7)
Network name is required i
ACL v or Define new

QoS

v
" Local Switching Local Authentication "
[ = |
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CISCO.

ARG LAFex TOAT 7AW B DARTLYA NI THNY I TV RTERS N, COUYE—b

B4 MCEEMITSNET,

~
e - i 0
e S o Global Site
Pret < ) obal Site 'y s
% = b ri{ Sitel i 1 2,
’,’ Policy Tag\\ FR LU s || I'; RF \ RFTag \‘
fi \ I | !1 Pprofi i
Iy profie - \ ! 1 i 24 e \
i for™mT 1 ‘ \ | osen ) f _ 1 el e i
1 el | \ \ | I [ i A
\ et 1 ) 1 e RF [ |
f Policy I A\ ‘ oy H ]
1 i A L0 A H Profile 1
\ Profile i \ e \ L) ir
\ ) ~ - ’ \ S5GHz /
AY N\, sy o -7 \ N, Sy
A5 St e pS S o
~ St < =are
~ - o -
~~~~~~~~~~~~~ .

-

S~

-
o ~
gres o
L . \\
'I / AP Site Tag \
[ Join 1
] Profile [} .o===g 1
I - ~, 1
S TR e H
‘\ Flex Yo
\ \  Profle [ g
\ ) 4 ll
>, - ;: P,

#Tags and Policies created
behind the Scenes

AFvT3: YA hADAPDOTOEY 3 ZVY

TAVLARXY NT—=JERFEFENEY N Ty TEINS, BBRIAPMAC 7 RL RBID Y T%(E
Hd5h. TTICSMULTWS AP ZEBEOOT—Ya VI ICEIhYTR I EICL>T, O—HIL/Y

TE—MYAKMNCITIEIARA Vb ZEBMTELY,
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+~ Back
pply
General Wireless Networks AP Provisioning
Add/Select APs APs on this Location
AP MAC Address Associated AP list Q Search
Number of selected APs : 0
Available AP list Q Search ﬂ‘ AP MAC ~ AP Name - Status v
Number of selected APs : 1 « €« 0 » M
¥ AP MAC ~ AP Name ~
¥ 005d.735c.6544 APO0SD.735C.B544
<« 4« 1 » » I ] items per page

10of 1 items

RUY—5T. Y4 5T, BLUVRFFJIE. 7OEY3ZVIRBICTI7EZARA VY MBS
HICTyYa28ah&Ed,

2. Provision

1. Design + Policy

#Tags and Policies created
behind the Scenes
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T4V LADBERT— 70—

HA RFEDT—- 70— L ERB

SERIAVLAEY NV FICT7 VAT BICIE. RISRTELSIC, FyYaR—KR=IDHF
LEBBIC 3 B [Wireless Setup] 74 A %27 Vw2 L., [Advanced] ZEIRLE T,

Welcome admin A T&A[E] & e (=

Wireless Setup | Select Type «

Access Points Clients Rogues Select Type s

4 Active 0 APs 257 Basic 0
) s Advanced
) 0 Excluded 0 Clients 55 K 0
Dashboard b4}
il CPU & Memory Pressure Graph ®
Last Updated: 11/6/2018, 2:56:10 PM
Slot: Active
CPU Utilization Memory Utilization
CPU (%) vs Device Time Memory Used (%) vs Device Time
CPU:| 0 = 120% 100%
100% Memory Details  Size (KB)
75%
Process CPU (%) 80% Total 16370104
User 0.99 o0 Used 3670696 50%
40%
System 0.49 20% Free 12699408 25% Lo}
Idle 98.30 o% | — Committed 14897684 P
14:45 14:45
Advanced CPU View m User = System m Idie Advanced Memory View Healthy m Critical (>03%)

HA RfFET7—270—Id. CiscoCatalyst9800 74/ VL XA hO—Z%FEHALTRXRYNT—0 %
Ty N7y TITBHDICVBERFIEZFHREICFET—FTESDLOICTBHEZBME UTERS
nxxLr.
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.|||.él‘|). Cisco VEWLC Welcome test A ®© - A MO =

cis 16.7.20170813:152518

WIRELESS SETUP

WLAN Setup Flow Overview f/Sta;\\\
This screen allows you to design Wireless LAN Configuration. It involves creating s S
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here Tags & Profiles
DESIGN PHASE
WLAN Profile = +
Tags & Profiles 0 I
Il
T T 1 =
WLAN Policy Site Palicy Radio Policy () I Folicy Profile = +
(Mandatory) (Optional) (Optional)
[i] | Policy Tag & = <+
I WLAN Profile | AP Join Profile RF Profile
I Policy Profile | Flex Profile RF Tag &£
[i] | AP Join Profile = +
I Policy Tag L 4 | Site Tag ¢ Start Now —+
(i ] | Flex Profile = <+
DEPLOY PHASE P | Site Tag ¢ll=ll+
Apply to APs
Mandato
{ ) [i ] RF Profile = +
| Tag APs
Select APs and push configuration to them [i] RF Tag L4 = ||+
Appl
TERMINOLOGY ACTIONS BRY,
Tag o Tag APs =
iE Goto List View
WLAN Policy, Policy Profile
. icy - AP P .
Site Policy - AP Profile, Site Profile + | Create New @
Radio Policy - Radio Characteristics

RD—EDATY 7T, REDHENIEFZEELELY. WIAN 7OT7 7 LSO TR TOTO
F77ANETTICET 7AW RDAT I MHEIDHTENRTVET,

1. 707 741 ILDER

o WMERLRWLAN7OT7 74l (SSID) Z1ERKT 5.

o RUY=TOT7AINEERT S (T7 4L MUNADDERIZS) .
e RFZ7O77AINZERT S (T7 A4 MUSNDDERIZSE)

e YAKTOT7MINZERT S (T7 4L MUNDPDERIZSE) .
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2. 57 DER

o RUI—=HTHERL (T7AINUNDPDRELRIFE) . BEICEU THIHROD SSID %
RUVY—=7O774IIRVEYT T B,

o RFYTZEERL (T7AIMUNHSMERIZEER) . 11a & 11bORF7O7 74 )L %8B
my %,

o HAKMYTEERL (T7AIMUNHDIDERIZFE) . Flex 7OT7 741 (YUE—b
HA4 MDIFGE) EAPloin 7OT77AI) (IFEAEDZET7AILNEHER) ZEM
9%,

3. APADY T DEERITF

AR LG TDARERIFE, T7AIN FTHAPICEERMITSNTWScH, DR
TYTRIBEHDEEA.
BEMITSNTWR Y INTI7AILNUSNDIBEIF. ¥ 7% AP ICEEMITE T,

e AP/AP Dt NI RF% T EBEENIT S,
e AP/APDE Y MIRY O— 45T %=BEERIT S,
o AP/APDEY MNITHA M YT %2EEMIT S,

FERABI1: Fv N\ XEAED- O—/\)L SSID
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Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.
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Tags & Profiles
|
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55 | A —



ol l Il I I
Cisco Catalyst 9800 7/ VL X bO—5 Y V—X CISCO

REETIVEAHA K

2. [WLAN Profile] D¥#&ICH % [+1EEBZ 2 Yy U UTWLAN DR EZRABLET,

n ":I|'s'élr;' Cisco VEWLC Welcome admin | & W = A (A @
16.8.2017

Q Search Menu ltems Wireless Setup

Wireless Setup Flow Overview

Dashboard This screen allows you to design Wireless LAN Configuration. It involves creating
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| 00000 |

Classroom Dining Hall Dorm

|'( \
[ \

/[ University ]\ University SSID

SSID

Default Policy Profile
Default Policy

Profile
Default Policy Tag [ Guest SSID J
\_ / \ Guest Policy Profile /
[ Default Site Tag Default AP Join Profile ]
Classroom RF Dining Hall RF Dorm RF Tag
Tag Tag

ROBHEEZFOVILF YA FDO/NTEDEBARIEIL. XRORICRT 7O771ILEY T2 ERLTE
ATEET,

IARTOYA MDFE—DH-ESSID IStore] Z7O—KF+ AT B
IRTDYARMTSSID ZEICALRYY—ICT S

Store/Flex 7 )IL—7Fc&mO—I VI HHFI D

IARTDOYA MNIREILY A N NS A=5DH B

BREDES D AP ICIZERBBRFARY I —DVETH S

Site 2 & Site 3 [CIFIBIND lGuest] SSID AN ETH S

YA NGA=5 DM

HESSID ICIFEHEEEDRY O—HNEBETH S

Sl R o
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Site 1 Site 2 Site 3

Seamless roaming Seamless roaming Seamless roaming k

within site within site within site
";_ ‘ I/’ ----------- 8213 [f’ ___________ \\I
| : I : 1 1
1 § ] I I I I
R : I | | 1
1 @ I I I I
) 2 ' I 1 1 1
1 2 ! I I | 1
2 ! I i I 1
I \ ! \ !
[ : - 4 . 4
I
1 ~ ) I

I
:. ] Common RF Tag
L A
Site 1 Tag Site 2 Tag Site 3 Tag

[ Store WLAN Store2 policy StoreWLAN Store3 policy
profile profile profile profile

[ Guest Guest
Guest WLAN p:lf; Guest WLAN iy
profile profile profile profile

A

FEBEANBRT— 70— LEERT—V 70— %#EbE5 I LFHEEIhEEA, O—HI
BLTVE—MYA N EERTZDOBRANBEY N7y T 77— 70—%2FH9%&. Find
BRUVY—ETITDHHULWREETIVICH TNy I I Y RTEREhET., LA >T, fEHE
Ny 7ERY—E. BERT7—770—%2FHAULTEELLRVWTL S,

e

Store WAN Store1
profile policy profile
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WLAN 7 1 F— K D=

Cisco IOS XE 17.6 1) U — X Tld. WLAN 7 4 ' — K [J [Wireless Setup] 74 AVHISBIRTEFET,
DI4H—KRIF, 7—070—-%FIFZE>THARTSHIET. O—AJILE—R. FlexConnect
E—R, BLUVTRAMN 79 RHADOWIAN 2ER T2 70 R E2RZICLET,

CDIT4HF—=RTlE. ROWIAN YA THHR—FhZhTWET,
O—AJ)L E—FR
- PSK
Dotlx

O—7JL WebAuth
54 E8 WebAuth
& WebAuth

FlexConnect E— K
O—4JL WebAuth
44 &8 WebAuth
& WebAuth

T X~ CWA
Foreign
Anchor
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PSK SSID DYERK

KD 3vTlE, OV F—REZFERALTO—AILE—RTPSKSSID ZEKT 570X %
NVE3-

AFy71: 707 74L&, SSID., BL U PSKERIHAF—%IEEL TWLAN ZERRLET., #FL
WRY O —%ZERKT DH. BBFEDORY—%ZEIRL T, WIANRY O—%EBELET,
FEAIICRRINTWSDEDIC, ASNEEREDCL FLE2—DSEBRAICUTZILI A ATERS
nxd,
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ATvT72:[Tagsl 27 Vv I L. FiLWITZERT D, BBFEOY T ZRBIRLT, Y1 5T,
RUVY—=57, BLURFYTZHEELET, FBD +] 8527 Vv I L TERRNBZANLE
¥, BOBEBLETH. BBERSNDZHLT S CU IRV RITEELTLEZL,

=

AT w73 [APProvisioningl Z7 Vv LT, 7% APICBRERITET, Chilld. XD2D0DA
EDHDET,
ZSMLTVWBAPZ YA MM SEIRL, A b, RUY—, BLKURFYITZEEMITTTO
EvazZvJLET,
APH Y FO—FICBMT BHIIC. MACZ RLRAEIFCSV 77 ILZERL T AP ZEq]
7O0EYazZvJUEY,.

SET U5, [Applyl 27 VYOI LET, AT a>vT, [CLPreview] Ry ADF O vO—RK7A
AvzEIIVyIULT, AT LEa—T70)N 5o yO0-R$BIELARETT,

I:.____|

—_—
T
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DOT1X SSID DERK

KDL ayvTlE,. OV F—RZEFEALTO—HILE— KT DotixSSID Z{ER T 57O X
#RUET,

27Ty 71: 7O77AINRESSID ZIEELTWIAN ZERLE T, FILWRY V—%ERT S
M BEORY —%BIRLT. WIANRU V—%EELET,

BRICEREINTWVEELSIC. ANSNEREDCL FLE2—2SBEICY 7ILY A1 ATERS
nx9g,

T == T

;fiﬁ

AFYT2: [AAAlZT Yy LT, HILWAAA S —N—%ERT BH. BEFED AAA H—/)\—%1{F
HULZEY,

[ = | == [— BT a

|
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BED AM Y —N—Z2BRT ZIETE. ROLSICUR IS —N—ZBERLET,
2 e

IrE
|

ATY T3 [Tags]Z7 Vv oL, ILWI T ZERT 2. BEIEOY JEZFEIRLT. YA T,
RUVY—=5T, BLURFYITZEELET., 88D I+] 8827 Vv I U TERABTZANLZ
9., BOIBRLEITH. BEIERINDZER TS CU ATV RISGFELTLES L,

-
L

=l
=

AT 7 4:[APProvisioningl #7 Uwv I LT, #7% APICEEEMITET, ChiZlE. XD2D0DFA
EDHDET,
- BMULTWBAPZYZINHSEIRL. 14 b, RUY—, LU RFY T ZEEMITTTO
EYazZvyULEd,
AP Ay FO—FICBMYT %ENC. MACTZ RLRAE/ I CSV 7 71 ILEERAL T AP ZEH]
7OEY3=ZvJULEY,

SETULES. [Appyl Z2 Uy O ULET., A7 3 VT, [CUPreview]l Ry 7 ZADF o vO—KR7A
AvaEI7YyIULT,. cUTLEa2—T7 741 E2Y O YO0—KRISBEHAEETT,
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Catalyst 9800 74 ¥ L XY b O—S5 D Aire0S DFELT

1T Web 'V —)L

BITY—ILIISREDBRERITTCEZX T, Catalyst 9800 74 VL XAV NO—ZHDEH L LEE
EFILIC AireOS FREZ BT DL SIS NTVLWET ., BITY—ILEATZ7 1V Y—ILEL
T. F7z(F c9800 Web Ul DHIIAIY —ILE U THERTEZ XY, AreOSFREINY YV K (TFTP
F—IN—DT7714ILELTITYVAR—bF) £ AP T IL—T1E# ( lshow run-config] A<X >V K
ZNULT) ZANELTHERALEY,

AFY T 1 TFTP H—/N—I[C AireOS EREZ LTV AR— MU FET,

Vi nfigy n P t  Refresh
vl Save Configuration  Ping  Logout R

cisco MONITOR ~WLANs CONTRCLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
Commands Upload file from Controller Clear Upload

Download File File Type Configuration g (—o
Upload File
.

Configuration File Encryption

Reboat
Transfer Mode TFTP #
Config Boot

Scheduled Reboot Server Detalls

Reset to Factory 1P Address(Ipv4/ pv6) 172.20.229.7 (—6
Default

I
File Path /
Set Time
File Name WLC3504ConfigurationFile
Login Banner
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ATV T2 RICKRTEDIC, BEZEY—ILICTA VR—BF L, [Aire0S->9800] #IEIR L. [Run] &7
Yy LET,

< (&7 @ https://cway.cisco.com/tools/WirelessConfigConverter/ Q % 0 & @ 26
Tools Catalog / WLC Config Converter
i Gisco TAC Tool aparajiasood Q) € @

Is the tool helpful? Let us know your feedback, click on ¥ in upper right.

WLC Config Converter & Contributors

Migrating wireless controllers to or from accross any of these platforms: 2500/5500/7500/8500/WISM2/3650/3850/4500 S8E/5760/Catalyst 9800 controllers?

Please upload the following:

AireOS: "show run-config commands" output or TFTP config backup
Converged Access: "show running-config" output

details v

TFTP config backup or ‘show run-config commands' output from AireOS WLC.

*
Drop file here

from which platform to which platform the conversion should be

Aire0S-->Catalyst 9800 ‘ v
—

ATV T3 : ZOBEROHANIC, BEICEATBZRDANI v IDRRREINET,

HR—MGHRTHH., ERICEHREZH

b. WEDY J—XTIEHR— k5

c. IREED CiscoCatalyst 74/ VL XAOAY bO—FTELEINTWSD, EMICKE>TLSH,
K FBBRDIBVEETE
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Tools Catalog / WLC Config Converter

Hm : -
cIsco Cisco TAC Tool Aparajita Sood ° e °

Is the tool helpful? Let us know your feedback, click on ¥ in upper right.

ben_config.txt

110.5KB
from which platform to which platform the conversion should be
Aire0S-->Catalyst 9800 v
i +
Converted Config Lines __tRownicad.C3Y,
+ Translated Config
+ Unsupported Config
+ Not Applicable Config
+ Unmapped Config
Contacts Privacy Statement atltalie Copyright © 2019 Cisco Systems Inc.
Feedback Cookie Policy CISCO Ayl rights reserved.

Site Map Trademarks
Terms & Conditions

CDREE. FMABAFTDIDIC, [DownloadCsVIZT Uy I UTIIAR—KTBHILHT
Z2EY, EO/VaVvERMISB L., CLOFEBY A RMDFEOINET,
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ATy 7T a:Y—)LICIE, CLENERXOZTIREDREL. BIREBDRES L UXIET S Aire0S £%
E (FIIC M) BBE) KPERRINFT., TREOREZY Vv vO—KL., HEWE., KZXT—K,
PHIUVR—MEHRZFVO—KRL., =7y bDCcogoo AV bO—ZIC7y7O—KT 3k
HDT77AILEEFLET,

- Translated Config

! Interface Configuration

! config interface vlan management 30

! config interface address management

! config interface dhcp management primary
vian 30

name "management”

no shutdown

interface vlan 30

description "management”

ip address

ip helper-address

no shutdown
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ATV T5: 90— RUE774I)L%2 9800 AV FO—SICA YIR— MU TEREDERITERT
LY,

-||||-|||- Cisco vEWLC Welcome admin a © & 'n @ =

cisc 16.10.20180828

Q Backup & Restore(—e

& Dashboard

Config File Management Reload Configure Wireless
7) Monitoring
Copy To Device N (—e
Configuration File Typo Configuration v (—c’
O3 Administration : Transfer Mode HTTP | —f

Troubleshooting Source File Path* & Select File (—e

Dewlccfy x

v Download File (—o
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AireOSEREMN SV AL —%

AireOSEREN TV AL —4 V—)LIEAY FO—F VI M Iz T7ICXA T4 TICABINTED.
Cisco Catalyst 74 VL XY NO—FEREIC Aire0S SREEBITTEXT, COY—ILICTZIVERT
%|Z1F. [Configuration] T [Services] > [AireOS Config Translator] ICFZ&IL X9,

tems B mterface [& Services
Logical Aire0S Config Translator

[E Dashboard Ethernet Application Visibility
Wireless Cloud Services

& itoril Custom Application
4\9 Monitoring oL Layer2 ppl

10x
STP

Multicast
VLAN

NetFlow
: s 3 VTP
¢ Administration Python Sandbox
Radio Configurations QoS
? Troubleshooting CleanAir RA Throttle Policy
High Throughput Tags & Profiles

Media Parameters o -
Air Time Faimess

AP Join
Flex

Network
Parameters

RRM
Policy

@ Routing Protocols RF
OSPF Tags

lqﬂ Security Wireless
AAA Access Points
ACL Advanced
Advanced EAP Fabric
PKI Management Media Stream

Local EAP Mesh

FRICERTLDIC, Aire0S A FO—FHS TFTP H—/)N\—[CREEXZ TV AR—NL. V—ILICT7 7
AINZE7y7O0—-RULET., V=ILICIE. CUEAEROZTIREDRE L. TIREBORES LU
59 % Aire0S 3RFE (BIC T 5B88) AERERSINhFET,
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AireOS Config Translator
X Select and Upload the AireOS Config file [ii] Total Aire0S Glla-5222

17.54 % (CLIs 916) —
[ air1252g-confg.dms v \

Here's your Target Configuration

Translated Config v

LR R R R T
! Interface Configuration
L e - 8246 % (CLIs 4206)
! interface create wian-e 8 ® Transiated CLis W Untranslated CLis
!interface vian wian-e 8
!interface address dynamic-interface wlan-e 130.83.39.251 255.255.254.0
130.83.39.254
!interface dhcp dynamic-interface wlan-e primary 130.83.22.64 secondary
130.83.22.68
vian 8
no shutdown
interface vian 8
description " wlan-g"
ip address 130.83.39.251 255.255.254.0
ip helper-address 130.83.22.64
ip helper-address 130.83.22.68
no shutdown
1
!interface create wlan_darmstadt 599
!interface vian wian_darmstadt 599

INTHREZ77AINELTIIRR—MNLULTHKRT—RPIPFZRLR (EELKIBES) . R—
N EBANT 2R EDEEEMABIENTESRLDICHD, . TNARADETHDH
EICEEBERTSIENTEET, GRAIOAT S 7ICIE. THEORTE ERXTHRDBRTEDANRIE
REhZEd,

AEWOFREELE. A b O—FTRERZMEINLBVEREDZETHD, SEDY Y —ZXTHIN
95FETT,
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AireOS Config Translator

&. Select and Upload the AireOS Config file i) Total Aire0S CLis-5222

17.54 % (CLIs 916)
[ air1252g-confg.dms v N

Here's your Target Configuration

Unsupported v

802.11a cac video cac-method static

802.11a cleanair alarm unclassified threshold 1
802.11b cac video cac-method static 8246 % (CLIs 4306)
802.11b cleanair alarm unclassified threshold 1
advanced 802.11a packet bronze max-client-count 0
advanced 802.11a packet bronze max-packet-count 0
advanced 802.11a packet bronze max-retry 0
advanced 802.11a packet bronze timeout 0

advanced 802.11a packet gold max-client-count 0
advanced 802.11a packet gold max-packet-count 0
advanced 802.11a packet gold max-retry 0

advanced 802.11a packet gold timeout O

advanced 802.11a packet platinum max-client-count 0
advanced 802.11a packet platinum max-packet-count 0
advanced 802.11a packet platinum max-retry 0
advanced 802.11a packet platinum timeout 0

advanced 802.11a packet silver max-client-count 0
advanced 802.11a packet silver max-packet-count 0

W Translated CLIs W Untranslated CLIs

advanced 802.11a packet silver max-retry 0
advanced 802.11a packet silver timeout 0

Prime Infrastructure 3.5 Z{EA U =817

BE7ED Aire0S O~ FO—S %7 L L\ Cisco Catalyst 9800 74/ ¥ L XY bO—3 IC#EITT B ICIE.
Prime Infrastructure 3.5 Z{EHATE X9, ChS5DFT/\A R (Aire0S AV hO—F & Catalyst 71 Y
LZ2ayhbO—50mA) MR EIh. Prime DRy N T—0 TINA A FT—IX—=X[ZEBMENh 3
& FEDY—RAire0s AV bO—ZZFRL., ZOREZY—T v b0y bO—-ZICRITTE
9, RIC. SOV EBET7ORA%EZRLET,

Y—REY—TYRDTAVLROY FO—FDIER
HBIDOAZ 3 —H5, BITTDIVENDHDEETAre0S T4 VPVLAAN DAY NO—F5%BIRLE

. GREIOAZ2—T. ZTREDORTELZEAITZ747L 22 bO—-F%&IRLET, [Fetch
Configl 27 Vv oL, RFOERTAV 74 FaL—IavEAre0s AV FO—FHhSEEBLET,
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A Configuration / Wireless Technologies / AireOS Config Translator

Choose Source

Select a Source AireOS Device

Show | Quick Filter

Device Name ¥ Device IP Address Product Type Software Version
(®)  admin 9.60.61.20 Cisco 3504 Wireles... 8.8.1.99
O 5520-WLC 10225 117.131 Cisco 5520 Series 851350

Selected 1 / Total 2

Verify and Update Config

OG-

-

Select a Target eWLC Device Selected0 / Total1 (5 I3~

Show | Quick Filter

Device Name ¥ Device IP Address Product Type Software Version

9.60.88.82 Cisco 9500C Cloud 16.10.20180928:113414

etch Config

REZRS LIS, [Translate] IRY > %Z 2 ') v & L T Catalyst 9800

ia-o

A Configuration / Wireless Technologies / AireQS Config Translator

Choose Source

Controller Running Config Review

(Controller_Prompt)>exit

(Controller_Prompt)>show run-config commands

show run-config commands

802112 1InSupport a-mpdu tx scheduler enable
802.11a 1InSupport a-medu tx scheduler timeout 1t 10
802,113 1InSupport a-mpdu tx scheduler timeout nrt 200
802 .11 1InSupport a-msdu max-subframes 3
802.11b 11nSupport a-msdu max-sublrames 3
802,113 1InSupport a-msdu max-length 8k

80211 1inSupport a-msdu max-length Bk

802.11a 1InSupport mes tx 8 disable

802,113 11NSUPPOr MCs 1x 9 disable

802.11a beacon range 0

802.1a rx-s0p threshold default default

802,113 cca threshold 0 default

80211a multicast buffer 0

802.11a muiticast data-rate 0 default

Trai

EREAND Aire0S DZEHEEFIAL

ecwn
Verify and Update Config

© Supported UnSupported

Accept to deploy the Supported config to eWLC device.
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IKRAT— R, XEWE, 1p, BLUR— MOTH L FEE/EH

[Translation Summary] ICl&. TR— MR/ BB ORTE L REROERED/N—t Y T—
hFEd. TMREORTIF. AAIDODTFRAN Ry I RICRREINET,

A
Wt
N
S

Ok

A C ion / Wireless Technologies / AireOS Config Translator ecwn

Choose Source Verify and Update Canfig

Transiation Summary

uit-flax-group”
000000000000000

Misupported - 45%
iUnsupported - 55%

TR DRRTE & EMEROIE DR

HEWBELENRAT—REIEESLEINTRESNTWSEEHY—ILICL>TEBREINERA. L
HoTA—HF—HIBANTIZLELNHDET, COLOLBRESHEICHITED LS ICHRFART
SNTED, I—F—DFETHRETIVLEINHD T, DEBIREZIMA =S, [Accept to
deploy] Fx v IRy I R%ZAICUL., [Deployl 27V v I ULET,
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© Supported UnSupported

! Webauth Global Configuration
LT HUTHELTT

WL
! Wlan Profile Configuration
(LTI Hunnn
! wlan create ‘I3504-kukn 3504 -kukri
! wian enable 1
! wlan band-select allow disable 1
! wlan lcad-balance allow disable 1
! wlan security wpa disable 1
! wlan security wpa akm cckm timestamp-tolerance 10001
| wlan security ft adaptive enable 1
! wlan security pof saquery=tetrytimaout 2001
! wlan security pmf association-comeback 11
! wlan assisted-roaming dual-list disable 1
! wlan assisted-roaming neighbar:list enable 1
! wlan assisted-roaming prediction disable 1
! wlan bss-transition enable 1
! wlan hss-transition disassoci imminent apream-timer 40 1
! wlan hss-trapsition disassociation=-imminent timer 2001
! wlan hssmaxidle enable 1
! wlan dms enable 1
wlan 3504-kukri 21 3504-kukri
no security wpa
security ft adaptive
security wpa akm cckm timestamp-tolerance 1000
% no load-balance
no band-select

[T T T T EE TR

@ Accept to deploy the Supported config to eWLC device.

BHEhd & BRENY—T Y MDTAVLZAOAY FO—-FICT Y28 h&ET,

L1 UULEPL=3=3=438 ~j# LEUIEL 3.00.00.0¢
Trying 9.60.88.82...

Connected to 9.60.88.82.

Escape character is '~]'.

User Access Verification

[Username: cisco
[Password: I

admin>show wlan summary

Number of WLANs: 11

WLAN Profile Name SSID Status
1 123213 1234567 up

2 Dotlx_LWA Dotlx_LWA DOWN
3 test_none_16_19 test_none_16_10 DOWN
4 wep_new wep_new DOWN
5  new_dotlx_test new_dotlx_test DOWN
6 test_wlanprof aa DOWN
7 check check DOWN
10 8021x_16_10 8021x_16_10 DOWN
14  wep_test wep_test DOWN
21 3504-kukri 3584-kukri up

Number of WLANs: 11

WLAN Profile Name SSID Status

55  ttt ttt DOWN

Deploy
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BIEH» O MO 50DFTY7L—bOEH

WEIZIHU T, Cisco 9800 Catalyst 7/ VYL XAV bO—ShS5TFV7TL—bERDF. 207V
L—r2BHNALTHOIAVYLRAOY NO—SJICHREEXZBRAITSELNTEET,

A Configuration / Network / Network Devices

Device Groups / Device Type
Device Groups i L

Wireless Controller Selected 1 /Tolal3 (7 2% I3 v
E + +v |/ | X| AdminState ¥ Sync Groups & Sites v Reboot w Download ¥ [ Show | Quick Filter v A
Save Config to Flash
- Reachability Admin Status Device Na... & IP Address/DNS Device Type ware Ver... Inventory Collection Tim... Last
Discover Tgayplates from Controller
All Devices fel
' Do e, Templates Applied to Controller
» Uniad AP 0 Managed 5520-WLC 10.225.117.131 [ ] Cisco 5520, AuditNow 350 04-0CT-18 23:47:36 Com
— Update Credentials
» Wireless Controlier 5 Managed admin 9606120 B() Cicodsnaw.L e e e l98 04-0CT-18 23:47:36 Com
» Location Managed aWLC 96088 82 B Cisco9500C.. NotYetCo.. Failed 16.10.201809...  05-OCT-18 04:48:24 SNM
User Defined
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