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GUI ZfEA L 7c&rIA% SSO DFE

FINA ZDOTEMIE. [Administration] > [Device] > [Redundancy] R—I THEBTEZXY,

FUOF«47 AvbkO—7T, A9YNA A bO—Z LD EVBEEZRELET., aLWVADT 1AV
TAEEHEDTAVLROAybA—5H., PITATIRIVYNABE7OCABICT VT4 7ELTERSh
9, UE—K IP FRY VN« Ay O—FDARAR—F IP D IP 7RLRATY,

Q Search Menu ltems Device
[ Dashboard General Clear
Redundancy
Config
<) Monitoring FIRITETP
o Local IP* 172.20.226.133
Wireless
Netmask* 255.255.255.0
Redund,
Remote IP* 172.20.226.134
& Troubleshooting Peer Timeout Custom
State*
Timer value

(milliseconds)*

Active Chassis 2
Priority*

Apply to Device

F:2oR—=JlE. UU—2Z 171 EZEZEEH. RMI 2EFHUK HA R7EBRI32A 7o 3 vrEiNsh
FU. BRAICEHFEINCEEmERERITSICIE. TVFVIF Y — IRIAVN A V5—T x4 R £
vavESBLTLEZN,

A4 A A=ZTlE. VE—N IP 7074720 bO0—-FORER—bF IP ITRESNET,

Q, Search Menu ltems Device

E| Dashboard General Clear
Redundancy
Config
O Monitoring EIE/TFTE
Local IP* 172.20.226.134
z Wireless
Configuration
Netmask* 255.255.255.0
Foaly A . ) Redundancy
YO
e sl e Remote IP* 172.20.226.133
Troubleshooting Peer Timeout Custom v
tate*
Timer value 500 - 16000

(milliseconds)*

Active Chassis 1
Priority*

Apply to Device

1) A=A IP EVE—K IP OFAD IP ZPRLZARRALY TRy FAICHZIDVENHD T,

2) 169.254.X.X/16 Y7 Xy N EHTZLEZHHMHLET., RED 2 DDAV Ty M. BEA VS —
T4 ADRED 2 DDAV TY MHSEETEEY,

3) 9800 WLC DARERICELD, RP /R—KIT 10.10.10.x/24 H7xw hZEFEHALRBWTLESLY,
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Cisco Catalyst 9800 &) —X T4 ¥ L Xd> kO—73 (Cisco IOS XE Bengaluru 17.6) Sr]AY SSO
BAAAR
CLl ZfEA LS AYE SSO DFE

[Clear Redundancy config] (&, SSO #mE%- U 7L. A O—Z%XY Y RKR7OYE—RICRLET,

FUU—X 171 UBETIER. VYTV — IRIAVYN 415 —T71x4R (RMI) 2FERALT HA %18
BT B EHENSHLET, RMI 2FRAIT2BHMEERTZICE. TVFVFYI— IRIAVN A V5 —
TIAR] BV avESBLTLLESL,

CLI Zf#EH U c&rAHlE SSO DFRTE

m {R38 Catalyst9800 7/ VYL XY FO—5D 2 DD{RIE Catalyst 9800 7«4 VYL XY rO—5DA ¥V
AT VAENZNTROIAYY RZFEAL THIUAY SSO 2FMICLET.

chassis redundancy ha-interface <RP interface> local-ip <local IP> <local IP subnet>
remote-ip <remote IP>

{5
{8 Catalyst 9800 744 VL Xdv hO—5 A VRAY VR - 1:

chassis redundancy ha-interface Gig 3 local-ip 172.23.174.85 /24 remote-
ip 172.23.174.86

{48 Catalyst 9800 74/ VL 2Oy hO—F A VATV -2:

chassis redundancy ha-interface Gig 3 local-ip 172.23.174.86 /24 remote-
ip 172.23.174.85

= C9800-40 74/ ¥LRJ>Y +O—F& C9800-80 744 VLRIV O—-5D 2 BOTA VLRI hO—
7 AZy b ZERZTRTROIYY FZ2ERALTSAAMY SSO Z2BMICLETY.

chassis redundancy ha-interface local-ip <local IP> <local IP subnet> remote-
ip <remote IP>

CLI »5 reload OA¥Y KRZ2R{ITLTHADTA VL ROy rO—Z%2Y)O—KULET,

FUU—X 171 UETIER. VYTV — IRIAVYN 415 —T1x4R (RMI) 2FERALT HA %8
KT BLEHENSOHLET, RMI 2FRAIT2BHMEERTZICE. TVFVFYI— IRIAVN A V55—
TIAR] IV avESBLTLLESY,

TEUT+4 MAC

T4VLZAEEYT 4 MAC &, EEUT A BEICEASNS MAC PRLRATY, SSO Y F VAT, 7
A1YLREEYT 4 MAC 7 RLRZIATRHICEREL TS, BELAZWNE, SSO BRICEEUT A by X
IBFOYLET, SSO RFDEEY T4 MAC PRLZRAIE, ROVWTHMNTRETEEXT,

° 82y R7AOvAYMO—5T SSO R7%#FEMT ZHICHRET S, V7hUz7UU—2X 16.12.3
EDEITIRCOAEESBHLET,

° SSO R7HPHREINI-EDT7 I T4 7 AV NOA—FTHREY 5.
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BASAR
PITATELVRIVYNA DEB7OER

EEUFT 4 MAC ZRLZRERTET DHE. GUI #EATEEY,

Configuration ™ » Wireless~ > Mobility

Global Configuration

FRLZRZEAALES, [Apply] 22Uy LET,

o GUl @ MAC ZRLRIE. 74 VLREEBSA VY —T7 214 ADSEHEMICRESINEITH, OB
X MAC 7RLRLERATEET,

CLlI TlE. Xoav v RkuaEALEY,

C9800#wireless mobility mac-address <MAC>

TPITATELOCRYVYNNADEHRTOER

FUT47 C9800 TAYVLRAOAY FO—FF, ROAXRYFDODWINMDRELRBZWRD, U747 YV
fO—F&LToO—LhHEREINhET,

A4V LAayO—F HA RTZHUEY SN 3B,

R F7VT47 TAVLRAOAY NO—FH HA R7HhSHEIBRE NS,

R 70747 74VLRAvNO-ZH Uty hEhdh, TEEEEA7ICES,

R 7747 7A4VLRAYMO-FHT7—-ILT %,

ROBRDOWIFNNCEDE, RICRIIBFTY V747 74VLRay bO-30EHSh2H. £EFHE
BHEhET,

1. WEDT7IVT47 74VLRAy O—5TH37/4VL Ry O—-7,
2. REPEVWSIAM AV TFTqEEZHODIAVLRaAY NO—-F,

F: 7097472y rO0-35ICLEEVWIAVLAOYMO—S C9800 ICRLEWTSAAY
FAEZEIDYTEHILEEHEHLET, ChiCkh., BEBEIFRELIERICTIT«47 Y
FO—Z¢&LTZEOOYMO—FHRBEETNSZELDICLET,

AAYF T34 XY T4 BORE

chassis chassis -number priority new-priority-number

chassis-number : ¥+ —YBE LI —VDFHLW IS4 A VT o 2EELET.,. Vvr—VBE
DEHIET 1 ~ 2 TY, Yvy—YOBEFEEMTATYRTE. BEFHFVETT,

TI3AAVTAEOHEEIF 1 ~ 2 T, RIVIDTSA4AVT4 2 BTF43V. T73534A
D74 1 BRI VYNALTY,
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Cisco Catalyst 9800 1) —X T4 ¥ L Xd> kO—7S (Cisco IOS XE Bengaluru 17.6) Sa]A4%E SSO
BAAAR
HA SSO R7 1B DIREEBETE

Bl

wireless controller#chassis 1 priority 2

show chassis 1—1%— EXEC OV Y KZFAT 2L, BED TS/ A YT 1 {EZRRTEX
T FILWT A A VT ERISICANERDZFITN, REDFI 7«47 A bO—FICEE
ZLEBA. FLLWTSAMA YT 1EIR. REDTZIT47 74V LAaAybO—FF/iE HA
TERZ7ZUO—RULEEEICHLW V707 aAvbO—7&LTEDOY MO—F5%2RHT
BHDREICHKRIEET,

3. EFFEIREOTAVLRayO-F,

4. w/IMD MAC ZFRLREHDIA4VL ROy bO—7,

’

Yv—2® HALED ZRALTRED7 V7«47 AvhO—ZZ#AITEZT,

HA SSO R 7§58k DIRREETFZ

1. ERNRE—RDF7VT47 74VLRaY O35

TLV(@): T=9, L=29, V=KEY_TLV_PACKAGE_COMPATIBILITY
FRU Key detected

TLV(1): T=9, L=11, V=FRU_RP_TYPE

found package fru type FRU_RP_TYPE

TLV(Z2): T=9, L=24, V=KEY_TLV_PACKAGE_BOOTARCH

ARCH Key detected

TLV(3): T=9, L=14, V=ARCH_i686_TYPE

found package arch type ARCH_iBB6_TYPE

TLY(4): , L=28, V=KEY_TLV_BOARD_COMPAT

TLY(5): , L=15, V=BOARD_qwlc_TYPE

TLY(6): , L=24, V=KEY_TLV_CRYPTO_KEYSTRING

TLY(7): , L=4, V=none

TLY(8): , L=11, V=CW_BEGIN=$%

TLY(9): , L=16, V=CW_FAMILY=$qwlc$

TLVY(18): T=8, L=78, V=CW_IMAGE=$qwlc-universalkd_wlc.BLO_POLARIS_DEV_LATEST_20188316_120257.55A.bin$

TLV(11): T=9, L=19, V=CW_VERSION=$16.9.1%

TLV(12): T=9, L=52, V=CW_DESCRIPTION=$Cisco I0S Software, IOS-XE Software$
TLV(13): T=9, L=9, V=CW_END=$%

found DIGISIGN TLV type 12 length = 388

RSA Signed DEVELOPMENT Image Signature Verification Successful,
Validating subpackage signatures: addr=Px6el3e3f8, size=01c78%ed

initramfs_size: @x1c78dcd - @x4b@a38 - 0x3e@ = @x17c7fbS
Image validated
Booting image with bootparam="root=/dev/ram rw console=ttyl max_loop=64 pciehp.pciehp_force peie_perts=native SR_BOOT=tftp://172.25.140.118/auto/
tftpboot/maahmed/qwlc-universalk9_wlc.BLD_POLARIS_DEV_LATEST_2@18031@_128257.55A.bin rd_start=0xaf@6e8@0 rd_size=0x17c7fb5 pkg_start=0x33f68000
pkg_size=0x331d4000 bdinfo_start=0xcd42b@e@ bdinfo_size=@x35c34"
May 3 15:13:22.585: %BOOT-@-DRV_LOADFAIL: RB/@: binos: Failed to load driver modprobe ( /fusr/bines/conf/driver_common.sh: line 99: indigorw:
command not found )
May 3 15:13:43.295: %PMAN-3-PROC_EMPTY_EXEC_FILE: R@/@: pwvp: Empty executable used for process bt_logger

3 15:13:45.742: %PMAN-3-PROC_EMPTY_EXEC_FILE: R@/@: pvp: Empty executable used for process bt_logger

aiting for remote chassis to join

2. HARTZUVITDI=DRY VINAIEA

15 number 1s 1

ALl chassis in the stack have been discovered. Accelerating

H EXECUTaDLE £ ¥] proce
1 %PMAN-3-PROC_EMPTY_EXEC_FILE: R@/@: pvp: Empty executable used for process bt_logge
1 %PMAN-3-PROC_EMPTY_EXEC_FILE: R@/@: pvp: Empty executable used for process bt_logger
: %PMAN-3-PROC_EMPTY_EXEC_FILE: R@/@: pvp: Empty executable used for process bt_logger
: %PMAN-3-PROC_EMPTY_EXEC_FILE: R@/@: pvp: Empty executable used for process bt_logger

a B ogoe
May 3 15:13:

May 3 15:13:
May 3 15:13:
May 3 15:13:

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

{c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

{c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.

170 West Tasman Drive
San Jose, California 95134-1706
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BAAAR
HA SSO R 7B DIKREER

3. HA EHAEH
directory.
#May 3 15:13:52.6B81: %STACKMGR-6-STACK_LINK_CHANGE: Chassis 2 R@/B: stack_mgr: Stack port 2 on Chassis 1 is down
#May 3 15:13:52.681: %5TACKMGR-6-STACK_LINK_CHANGE: Chassis 2 R@/@: stack_mgr: Stack port 1 on Chassis 1 is up
#May 3 15:13:52.6B81: %STACKMGR-6-STACK_LINK_CHANGE: Chassis 2 R@/B: stack_mgr: Stack port 2 on Chassis 1 is up
#May 3 15:13:52.682: %S5TACKMGR-6-CHASSIS_ADDED: Chassis 2 R@/@: stack_mgr: Chassis 2 has been added to the stack
3 :13: KM SIS ADDED: Chas! stack mgr: Chassis 2

: %STACKMGR-6-CHAS sis 2 RO/@: has been added to the stack

e er su

u_M NG : a R
—4-FREEMEMWARNING: SIPB/B: F

T %CHR T cmand: platfo Ot detect a pow
1 %SYS Memory has dropped below warning threshold.

*May 3 :141.704 ree

#May 3 15:14:46.405: %SYS-6-BOOTTIME: Time taken to reboot after reload = 1873 seconds

#May 3 15:14:46.761: %PNP-6-PNP_DISCOVERY_STOPPED: PnP Discovery stopped (Startup Config Present)

#May 3 15:14:46.789: %5PA_OIR-6-OMLINECARD: SPA (BUILT-IN-4X18G/1G) online in subslot @/@

#May 3 15:14:46.883: %I0SXE_SPA-6-UPDOWN: Interface TenGigabitEthernet®/@/@, link down due to local fault

#May 3 15:14:46.937: %I0SXE_SPA-6-UPDOWN: Interface TenGigabitEthernet@/@/1, link down due to local fault

#May 3 15:14:46.977: %I0SXE_SPA-6-UPDOWN: Interface TenGigabitEthernet®/0/2, link down due to local fault

#May 3 15:14:47.0408: %I0SXE_SPA-6-UPDOWM: Interface TenGigabitEthernet®/@/3, link down due to local fault

*May 3 15:14:48.780: %LINK-3-UPDOWN: Interface TenGigabitEthernet@/@/1, changed state to down

#May 3 15:14:48.783: %LINK-3-UPDOWN: Interface TenGigabitEthernet@/@s/2, changed state to down

#May 3 15:14:48.784: %LINK-3-UPDOWN: Interface TenGigabitEthernet@/@/3, changed state to down

*#May 3 15:14:49.217: %I0SXE_SPA-6-UPDOWN: Interface TenGigabitEthernet®/@/@, link down due to remote fault

#May 3 15:14:49.032: %LINK-3-UPDOWN: SIP@/@: Interface TenGigabitEthernet®/@/8, changed state to down

#May 3 15:14:49.652: %LINK-3-UPDOWN: Interface TenGigabitEthernet®/8/8, changed state to down

#May 3 15:14:50.043: %LINK-3-UPDOWN: Interface GigabitEthernet®, changed state to up

*May 3 15:14:51.043: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet®, changed state to up

*May 3 15:14:54,229: %PKI-2-NON_AUTHORITATIVE_CLOCK: PKI functions can not be initialized until an authoritative time source, like NTP, can be

obtained.

#May 3 15:14:55.456: %LINK-3-UPDOWN: Interface TenGigabitEthernet®/@/8, changed state to up

*May 3 15:14:55.458: %LINK-3-UPDOWN: Interface Vlanl, changed state to down

#May 3 15:14:55.456: %LINK-3-UPDOWN: SIP@/@: Interface TenGigabitEthernet®/@/8, changed state to up

#May 3 15:14:57.892: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet®/@/@, changed state to up
3 15:14:58.891: 3

nterface Vlanl, changed state to up

15:15:09.365:

¥
: Chassis 2 has been elected STANDBY.
PMAN=-3-PROC_EMPTY_| ! T d RE/BY pvp! p executable used for proce bt_logg
%PMAN-3-PROC_EMPTY_EXEC_FILE: Chassis 2 R@/8: pvp: Empty executable used for process nglolite

15:15:10.140:

3
#May 3 15:15:14.751: %I0SXE_PEM-6-INSPEM_FM: PEM/FM slot P@ inserted
#May 3 15:15:14.754: %I0SKE_PEM-6-PEMOK: The PEM in slot P@ is functioning properly
#May 3 15:15:14.754: %I0SXE_PEM-6-INSPEM_FM: PEM/FM slot P2 inserted
*May 3 15:15:14.758: %I0SXE_PEM-6-PEMOK: The PEM in slot P2 is functioning properly
WLC>
WLC#
#May 3 15:15:39.434: %REDUNDANCY-5-PEER_MONITOR_EVENT: Active detected a standby insertion (raw-event=PEER_FOUND(4))
#May 3 15:15:39.434: %REDUNDANCY-5-PEER_MONITOR_EVENT: Active detected a stanmdby insertion (raw-event=PEER_REDUNDANCY_STATE_CHANGE(S))
#May 3 15:15:41.404: % Redundancy mode change to 550 "
*May 3 15:15:41.404: %VOICE_HA-7-STATUS: WONE->550; 550 mode will not take effect until after a platform relead.
#May 3 15:15:44.413: Syncing vlan database
#May 3 15:15:44.436: Vlan Database sync done from bootflash:vlan.dat to stby-bootflash:vlan.dat (1464 bytes)
WLC#
wWLC#
WLC#
wWLC#
WLC#
wLC#

WLC#show chas

WLC#show chassis

Chassis/Stack Mac Address : 08a3.8e23.B8769 - Local Mac Address
Mac persistency wait time: Indefinite

Local Redundancy Port Type: Twisted Pair

H/W  Current
Chassis# Role Mac Address Priority Version State IP
%] Active 00a3, B8e23, 8769 1 y@2 Ready 172,
andby a3, Be?d. 1 vez HA sync in progress 172.20. B

4. SSO TOmHAIKEE

ay 3 15:18:46.564: %HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succee
ay 3 15:18:46.565: %VOICE_HA-7-5TATUS: VOICE HA bulk sync done.
a 3 15:18:47.565: %RF-5-RF_TERMINAL_STATE: Terminal state reached for (S50)

Chassis/Stack Mac Address @0a3.8e23.8769 - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair

HAW Current
Chassis# Role Mac Address Priority Versior State IP
#*1 Active 1 vez2 Ready
2 Standby 1 vez Ready

3 HA R7 OB : HA #Hild. chassisclear AV Y RZICUO—RIT B ETEMICTEET,
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BAAAR
HA R7DE=Z5V VT

HA XR7ZDE=ZH )Y

FPIOT47 TAVLRAYMNO—FDERB Ul ST ITATERIVINADBADV AT LAZEZITESE
. Thicld, CPU BLU ATV FEARICET 2EHRE. SHAL

CPU Ea—8BLUAEVELI—DIEENT

WY,

Access Points Clients Rogues Interferers
1 Active 0 APs 168 All 0
(o] 0 0 38 Major 0
Monitoring
. Dashboard i
Configuration
Administration sl CPU & Memory Pressure Graph %
Last Updated 8, 3335 PM
Troubleshooting Slot: Active M
CPU Utilization Memory Utilization
CPU (%) vs Device Time Memory Used (%) vs Device Time:
crPu:| 0 v 100% 100%
90% Memory Details Size (KB)
80% 5%
Pracess CPU (%) s Total 32516316 |
User 2.09 o Used 3904732 50%
System 639 30% Free 28611584 5%
20%
idle 91.40 0% Committed 10348024 | o—=o0
0% A——— — 0% *
16:09 16:10 A 16:09 16:10
View Advanced Memory View
W User = System | Idle Healihy m Crilical (>95%)
o x
W Up ® Down
Access Points Clients Rogues Interferers
1 e 0 = 168 m
Dashboart
@ ashboard (o] 0 Excluded 0 Clients 39 Major
Monitoring
; Dashboard (]
Configuration
Ll CPU & Memory Pressure Graph x
[r M
Troubleshooting Siot: Standby v
CPU Utilization / Memory Utilization
§ Active
CPU (%) vs Device Time Memory Used (%) vs Device Time
GPu:| 0 M 100% 100% - p—
90% Memory Details. Size (KB) |
80% - 75%
Process CPU (%) = Total 32516316 |
User 250 i Used 3814016 50%
Systom 7.60 30% - Free 28702300 5%
20%
\die 89.90 0% | g Committed 10304552 o———o0
o — o% E
16:10 16:10 \ 16:10 16:10
Ad i CPU View Advanced Memory View
W User = System ® Idle Healthy | Critical (>03%)
o Access Paints % | O Client Device Types x
Last Updated: 5/11/2018, 4:34:05 PM Last Updated: 5/11/2018, 4:34:05 PM

® Up ® Down
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BASHA R

dv kO—3 Web Ul T [Monitoring] > [System] > [Redundancy] IC#&1L £9 . [Redundancy States] ~R—

UDRREINET,

Q, Search Menu hems

ES Deashboard

€£) Monitoring

) Configuration
Administration

Troubleshooting

NS A—=%

My State

Peer State

Mode

Unit ID

System
Memory Utilization CPU Utilization Wireless Interface Management Summary Redundancy
My State 13 -ACTIVE
Peer State 8 -STANDBY HOT
Mode Duplex
Unit Primary
Unit ID 2
Redundancy Mode (Operational) 550 .
Redundancy Mode (Configured) sso
Redundancy State 580
Maintenance Mode Disabled
Manual Swact enabled
Communications Up
Cient Count 136
Glient_notification_TMR 30000 milliseconds
RF Debug Mask 0x0
Active UpTime: 21 hours, 55 minutes:
Standby UpTime 21 hours, 48 minutes
Standby Failures 0
Switchover System Experienced 1
Index ~  Previous Active ~  Current Active . Switch Over Time ~ Switch Over Reason
1 1 2 18:16:37 UTC Thu May 10 2018 user forced

L

7547 CPU Ay hrO—F EVa1—I)LOREERRLET, BRSh
BHEIXDEESEDTY,

Active
Standby HOT

Disable

E7 (FBERFVIN4) CPU Ov hO—F EIa2—ILDREZRRL
£F. RKRSNBER>RDESDTY,

Standby HOT

Disable

NRE7DRAEDRKEZRRLEY. RRSBER>RDEEDTY,

Simplex : B— CPU oy bhO—5FY 21—,

Duplex : 2 DM CPU A&EichizavbO—ZFFEIJa1—)l.

CPU Oy bAO—7 EYVa—IDIZy b ID ZXRRLET,
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Redundancy Mode
(Operational) AZy bTHR— P SNZERFMOBERTRE—REZERRLET,

Redundancy Mode
(Configured) AZy b THR—FEINEZRFMOREATRE—REZERRLET,

IZy FOREKEL TV EIAREREZRRILET. RRSNBERRX

DEHLHTY,

SSO
Redundancy State Not Redundant
Manual Swact FEIRA Y FA—N—DERHTHE>TVWBEHIESIHIERRLET,
Communications 2 20y MO—SETEBELI, T Y THIT O UhERRTULET,

BUR=JICRAL Y FA—N—BEZRRTLET, RDRIC, RDODNFA—-5DiHAZRLET,

NIA—H BteA

Index MRIZY MDA YTV I XABEBERTLET,

Previous Active AAYFA—N=FBHNT I T4 7>V bO—FZKRRTLET,
Current Active RE7ZV 747/ O—5%2FRLET,

Switch Over Time Z2ALYFA—INN—FREBOV AT LABAZEZRLUET.,

Switch Over Reason = A Vv FA—N—DOEHEXRRLET,

CLI 5D HA X7 DEZF I VT

show chassis YV KE HA R7ICEATEHIY—IERERRLET. Thicld. MAC 7KL R, O—
e ZAVYFTZ24AV T4, BLURE HA RFPHOETA VLAY bO—ZOREDKENETN T
£9. T7AILETE, HA RZOO—AJ)L MAC 7 RL ZDFHNCERSNETIT47 A bO—30
MAC P RL RICEDET,
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BASHAR

TURIRREDERR

WLC#show chassis

Chassis/Stack Mac Address : 00a3.Be23.B76@ - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair

H/W Current

Chassis# FRole Mac Address Priority Version State 1P
1 Standby 00a3.8e23.8760 1 vez2 Ready 172.20.226.133
*2 Active Bda3.Bel3.B900 1 vez Ready 172.20.226.134

LITRFT&SIC, show chassis AXYVKREF, Yv—YEEIC ] #mMLTaYY—ILTHEHED C9800
T4V LAaAyrO—5%RLET,

TLRIKEEDIEER

B2 A01=y hDOREEZEE=4F BICIF show redundancy O<v Y K&FERALET,

wireless controller#show redundancy ?

application
clients
config-sync
counters
domain
history

box 2 box application information

Redundancy Facility (RF) client list

Show Redundancy Config Sync status
Redundancy Facility (RF) operational counters
Specify the RF domain

Redundancy Facility (RF) history

idb-sync-history Redundancy Facility (RF) IDB sync history

linecard-group
rii

states
switchover
trace

|

<cr>

Line card redundancy group information
Display the redundancy interface identifier for Box to Box
Redundancy Facility (RF) states
Redundancy Facility (RF) switchover
Redundancy Facility (RF) trace
Output modifiers
<cr>

mshow redundancy XY REREVRATALBREO 7Ot Y HEHRERRLET., TRV ATALADERIC
Y AT LABEIEE., XYL DEE. A4y FA—N—0DEH. \—RUVx7DE—R, BLUHRESIN.
BELTLWBRARE—RPETINIET., KRSNZIREO 7O Y HBRICIE. A A—Y X—=Yay, 7I
TA47RRO7—y3y, VIR T7ORE, T-MEH REBZBRE. BLOREORETOBRERELEDN
BFhTWET, E7 7Oy HOBERIE. V747 IV bO—Sh50HBBTEET,

21



Cisco Catalyst 9800 1) —X T4 ¥ L Xd> kO—7S (Cisco IOS XE Bengaluru 17.6) Sa]A4%E SSO
BAAAR

TURIREE DFERR

‘WLC#show redundancy

Redundant System Information :

22 hours, 9 minutes
1

8

user forced

Available system uptime
Switchovers system experienced
Standby failures

Last switchover reason

Hardware Mode = Duplex
Configured Redundancy Mode = sso _
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications = Up
Current Processor Information :
Active Location = slot 2
Current Software state = ACTIVE

— . minutes
Image Version = Cisco IOS Software [Fujil, WLCO9B@@ Software (XB6_64_LINUX_IO
SD-UNIVERSALKS_WLC-M), Experimental Version 16.10.281B80509:865558 [polaris_dev-/nobackup/mcpr
e/BLD-BLD_POLARIS_DEV_LATEST_2018085@9_873715 183]
Copyright (c) 1986-2@18 by Cisco Systems, Inc.
Compiled Wed @89-May-18 @6:35 by mcpre
BOOT = bootflash:gwlc-universalk9_wlc.BLD_POLARIS_DEV_LATEST_201885
@9_@73715.55A.bin,1;
CONFIG_FIL
Configuration registe

= m
mm

Peer Processor Information :

| Standby Location = slot 1
Current Software state = STANDBY HOT
ptime in current state = ours, minutes

Image Version = Cisco I0S Software [Fujil, WLCO9Q8@ Software (XB86_64_LINUX_IO
SD-UNIVERSALKS_WLC-M), Experimental Version 16.10.201B@8509:0865558 [polaris_dev-/nobackup/mcpr
e/BLD-BLD_POLARIS_DEV_LATEST_201805@9_873715 183]

Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Wed @9-May-18 @6:35 by mcpre
BOOT = bootflash:qwlc-universalk9_wlc.BLD_POLARIS_DEV_LATEST_2@188@5

@9_@73715.55A.bin,1;
CONFIG_FILE
Configuration register

0x2182

m show redundancy states AV RiF, 77U/ F7472 00— RS YNAAY FO—FDIRTORE
REZRRLET,

WLC#show redundancy states ¢
domain Specify the RF domain
| Output modifiers
<cr= <cr=

WLC#show redundancy states

13 -ACTIVE /‘ﬁ‘
8 -STANDBY HOT

my state =
peer state =
Mode = Duplex
Unit = Primary
Unit ID = 2

Redundancy Mode (Operational) = sso
Redundancy Mode (Configured) = sso
Redundancy State = 550
Maintenance Mode = Disabled
Manual Swact = enabled
Communications = Up

client count = 136
client_notification_TMR = 30000 milliseconds
RF debug mask = @x@

n FEIRA Yy FA—N—=F a3 (F& Swact) . 2. redundancy force-switchover A7V K(ZX
YA TAVLRAOAY MO—FLTRERETTEZRA, COIYVRETI T4 72 O—FTOHEMN

Ta-o
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AIVINAL TA4vL Ay bO—7 AVY—=IANDT7I LR

B 21 Y FA—N—EBEERRITBICIE. ROAITYREFEALET,

WLC#show redundancy switchover history

Index Prewvious Current Switchover Switchover
active active reason time
1 1 2 user forced 18:16:37 UTC Thu May 18 2818

ZAIVINA TA4AVL RO bO—7 AVY—=ILANDT7ItEX

FUF47 AvibO—ZF. BE IP 7RLAZFERAL. OV Y —I)L#E#K. Telnet, SSH, Z/-id Web 75
TIYNSTIELATEXT, RIVINA TA4VL ROy bO—-ZTcaAVY—=ILZERTSICE. 79747
Catalyst 9800 74/ VL XY FO—5HSRODIATY REETLET,

conf t

redundancy

main-cpu

standby console enable

27 VINA Avy—=)ILEn7AOY 7 KIC T-stby] PBME . RICRITELIICAIVINA T4V LRV
O—2 AvY—ILhRBRENhET,

WLC-stby#show chassis
Chassis/Stack Mac Address : @@a3.Be23.B8760 - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair
H/W Current

Chassis# Role Mac Address Priority Version State IP
*1 Standby @0a3.Be23.8760 1 vez Ready 0.0.98.9
2 Active @Ra3.Be23.B900 1 vez Ready 9.8.0.0

F: EICRT&LSIC, show chassis AVYRIF, Yvy—YBFBEC T #4MLTIAYY—ILTRED
C9800 74/ ¥L XAy hO—7%RLET., COFEHIF. RFVIN4 2Zy bDPAVY—=ILTY,
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WLC-stby=en

WLC-stby#show red
WLC-stby#show redun
WLC-stby#show redundancy
Redundant System Information :

Available system uptime 22 hours, 2 minutes

Switchovers system experienced 1
Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications = Up
Current Processor Information :
Standby Location = slot 1
Current Software state = STANDBY HOT

Uptime in current state = 21 hours, 29 minutes
Image Version = Cisco I0S Software [Fuji]l, WLCO9@@@ Software (XB6_64_LINUX_IO
SO-UNIVERSALKI_WLC-M), Experimental Version 16.10.20180509:065558 [polaris_dev-/nobackup/mcpr
e/BLD-BLD_POLARIS_DEV_LATEST_20180509_@73715 183]
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Wed @9-May-18 @6:35 by mcpre
BOOT = bootflash:qwlc-universalk9_wlc.BLD_POLARIS_DEV_LATEST_201885
@9_@73715.55A.bin, 1;
CONFIG_FILE
Configuration register

Bx21e2

Peer (slot: 2, state: ACTIVE) information is not available because this is the standby proces
sor

2 Ay FA— )\ —1aE

TOCRABEEICLDRAA Y FA—/\—

CDIATDRAAYFA—=N—=lF. 70747 A=y b TERITHFOEETOCRICEEZLE I Ty V1 bH
EULEEEITTOhET., COLSBEENRETSZE. 79747 IZybAUO—KL., Ry b ZFZ VN
ADEEMNTHUWTIT47 IZy MNCRDET, BEFRELVLLEIRATADVEFNTZE. ZDOVRTA
IRy FRATVINA REEICBITUET, R VA A=y bHERERY N AT VAL DREICE>TLWREW
BElE. mADIZy bAUO—RUL SSO ETEFRA. VAL ((Ry b THH>THHLLTH) TOFO
ERAEENVO—-RZ5|EFELET,

BIREEZE(CL B RA Yy FA—/\—
TFIFATOERYYVINA 2=y MADRA Y FA—N—IF, BEDF7IVFTF47 1=y NODEREZICLST

RELEY. REDRY VNS AZy bPFHLWIIT4T7 12y bERD, BELNRELICY AT ADES
TB2E ZDVRATARIKY hRY VN REICBITLET,
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Jx—I)lA—)N— FOtX

FHFRA v FA—/—

hiE, POTATERIYNA A=y NETA—F—ICL > THIRINDAFI XA v FA—N—TY, RE
DRI VINA AZY MBFLWFOT47 A=y b eRabh, BENRELLVATANBETSE. ZOVR
TALRKRY NRYVYINAREICBITUET, FERAy FA—/N—%FKI{TT 3ICIF. redundancy force-
switchover XY RZERITLET, COARVRICE>T. PIT47HhS5RF VI« Dy bO—70DY
L=—R7IL ZAYFA=—N=—DHHBINET., 7U7«47 IvbO-—HAVO—-KRUL. RFYNADFHEICT
9747 AvhO—S%3|&E#HEET,

Jrx—)lA—/)\— 7JOtX

70747 ALy NO—-7

WLC#show ap summary
Number of APs: 1

AP Name Slots AP Model Ethernet MAC Radio MAC Location Country IP Address
State

APBB5D.735C.B544 3 3gez2r @05d.735c. b544 bdde.31d@.580@ default location us 172.28.226.186
Registered

WLC#show wireless client sum
Number of Local Clients: 1

MAC Address AP Name WLAN State Protocol Method Rale

eBb2.ac94.757e APOBS5D.735C.B544 1 Run 1lac None Local
Number of Excluded Clients: @
WLC#redundancy force-switchover e

System configuration has been modified. Save? [yes/nol: yes
Building configuration...
[0K]Proceed with switchover to standby RP? [confirm]

Manual Swact = enabled

Chassis 1 reloading, reason — Mon participant detected

ATYINA TAVLAaAv bhO—7

TFI9ERA RAVEBLTISATYVRDRAT—R7IL R4y FA—)\— (SSO) &lE. IXRTOF7I/ERX R
AVEBLTIZATRDEYYIVYHRRTF—RTZILICAA Y FA—IN—L, By YavERSIZELRLLRY
F7—ORTEELEIIZZETY, Chickh Ry b T7—00aAKIELEL. Y—EX FUV 51 ADHI
HWIhZxd,

TERZHIEHEINDE HA BERICBDET., DED. 7IER RAVINEISATYNETIT4THD
ZATYINAADRA Y FA—N—BTHERS N T EOREEMIELET,
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| WLC-stby#
May 10
May 10

6:37.169:

b SSO DIRREFRIHADHERE

: %PLATFORM-6-HASTATUS:

SREDUNDANCY-3~SWITCHO!

switchover

i May 10 SREDUNDANCY-3-REDUNDANCY_ALARMS: Unable to assert REDUNDANCY alarm

@

:37.169:

10 18:16:37.169: %REDUNDANCY-3-REDUNDANCY_ALARMS: Unable to assert REDUNDANCY alarm

+37.169:

HREDUNDANCY-3-SWITCHOVER: RP sultcmer fF‘EER DUW}
i o INDA

y 18 . 1s ready to switch to primary after chassis
onfirmation
lay 10 18:16:37.180: %PLATFORM-6-HASTATUS: RP switchover, received chassis event became active
lay 10 18:16:37.789: %VOICE_HA-2-SWITCHOVER_IND: SWITCHOVER, from STANDBY_HOT to ACTIVE state.
FEy TIET ¥ ¥ Lo 3
May 10 :37.798: %LINK-3-UPDOWN: Interface EOBC@, chang:d state to up
May 10 37.798: %LINK-3-UPDOWN: Interface LIIN®, changed state to up
| May 18 38.798: %LINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpi@, changed state to up
May 10 38.798: %LINEPROTO-5-UPDOWN: Line protecol on Interface EOBC@, changed state to up
| May 10 38.798: %LINEPROTO-5-UPDOWN: Line protocol on Interface LIIN@, changed state to up
May 10 39.786: %LINK-3-UPDOWN: Interface Null®, changed state to up
May 18 39.786: %LINK-3-UPDOWN: Interface TenGigabitEthernet@/8/@, changed state to up
May 10 39.787: %LINK-3-UPDOWN: Interface Vlanl, changed state to up
May 10 39.788: %LINK-3-UPDOWN: Interface Vlanll2, changed state to up
May 10 18:16:40.787: %LINEPROTO-5-UPDOWN: Line protocol on Interface Null®, changed state to up
I May 10 H 49.787: %LINEPROTO-5-UPDOWN: Line protecol on Interface TenGigabitEthernet®/@/@, changed state to up
{May 10 1B:16:4@.787: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
IMay 10 18:16:48.787: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanll2, changed state to up
wWLC#
May 10 18:16:49.798: %LINK-3-UPDOWN: Interface GigabitEthernet®, changed state to up
May 10 18:16:58.799: %LINEPROTO-5-UPDOWN: Line protecol on Interface GigabitEthernet®, changed state to up

| WLC#show ap sum

| WLC#ShOW D SUMMATY
{Number of APs: 1

AP Name

State

Slots AP Model Ethernet MAC  Radio MAC Location Country IP Address

AP@@5D.735C.B544 3
| Regjs tered

38021 8e5d.735c.b544 bdde.31dd.5800 default location us 172.208.226.186

ch#show wireless client summary i
Number of Local Clients: 1

MAC Address AP Name WLAN State Protocol Method Role

| eBb2.2ac94.757e AP@@5D.735C.B544 1 Run 1lac None Local

iNumber of Excluded Clients: @

AP &0 547>k SSO DIREERIEADHERR

RIVINA TAVYLRAY A= 7974 TELTRERBICRA Y FA—N—=F D&,
TAVLRAY FO-ZICERSNTVWEITRTDT IR RAVNEISAT Y
FO—ZICEGShCREZHFTINENHD T,

NETT7I9T47
MNEIFTLWFZ Y5747 v

Zhid, XAV REZERITI B ETHRBTEET,

m show ap uptime : X1 vV FA—N—EDT7 IV ARA v N OBEEFEIAVEY FShTWRW & 2R

LET.

= show wireless client summary : HILW7Z 774 7Y MO-JICEHRINTNBR I 147V M ERTR

LET.

WLC#show ap uptime
{Number of APs: 1

|
| AP Name Ethernet MAC Radio MAC AP Up Time Association Up Time

APBO5D.735C.B544
econds

@05d.735¢c.b544 bdde.31d0.5800 1 day @ hour 47 minutes 22 seconds 1 day @ hour 45 minutes 33 s

~

| wece

WLC#show wireless client summary
Number of Local Clients: 1
MAC Address

AP Name Protocol Method

eBb2.ac94.757e AP@@5D.735C.B544 1 1lac None Local

Number of Excluded Clients: @
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SSO 7 x—ILA—N—BEOAN) v Y

SSO 7z —ILA—=—N—KEDA KU v T

ARUYY R

EEDRH 500 — 1000 S UHDOA—%—

J)TIT— XRXIAYN AV —=T 4R

SSO X7 HEDE~—D RP YUY J T, RP O/\N—hE—KIEEHNRELIEE. BENVVIICRESATY
BZHhESH. FFHS5—AN0av ~O— 3(LBEE7§‘%$L'CL\%>7§‘<‘:Db"éﬁEw?%ﬁ/ﬂiaﬁDiﬁho 79
TATERI Y NA DREDRERPANS 7« v I ZREFT BTRAR—b (RP UVT) . YV TILRA Y KE
%T?O

JY—X 171 TE, VFVFYI— IRIAVN AVF—T A4 ZX (RMIl) 70747 bO—F&ER
SN/ aAybO—Z@OtEAVYFTIV VI ELTEAShELE, COYU—RATIE, VFVYFTYI— X
JAVYPM AVI—T 1A REERALTRITENZT 74N F—bDzx4a4 FzyvIbHR—bEZhET,

JY—Z 174 TlE. RMI 1 Y5—T 214 AD IPv6 GR—FHEAIhTVWET, T4 VL AEBIVY—
TIA AT, 1 DOBEE IPv6 PRLZX&E 1 DD RMIIPv6 7 KL ZAYR—KMEnTWET, RMI IPv4
F7zlE RMIIPv6 OWLWT A Y R— k&, RMIIPvd & RMI IPv6 (FABFICIFYR—kEnhEtHA, CLI D
Flx IPv6 THREILUTTH. IPv4 ZRLZN IPv6 PRLRICBZMZASNET.

WebUl Z{ER LIV VTV — IRXRIAVYN A9 —T 1A RAD
TRk

Administration ~ > Device

General Redundancy Configuration ensslep [l

FTR/SFTPITFTP Redundancy Pairin @ RMI+RP RP

dundancy RMI P for Chassis 1*
RMI IP for Chassis 2+
Local IP 172.20.226.133
Remote IP 172.20.226.134
Keep Alive Timer 1 % 100 (milliseconds)
Keep Alive Retries 5

Active Chassis Priority* 2
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VT — IRIAYS A V=T AR

BUr—Y 1 E2DRMIP &, P74 7aAVRO—5ERY YNV O—-5OMATRALTY,

Bov—Y 1 B8LY 2 @ RPIP #rklE 169.254.x.x £ UTHEEREIhET, T, xx [ RMIIP 5
BEULET,

s RMI Xy bRV, TA4VLREE VLIAN TRESNTWSRY AYRIDSEEENET,

mWebUl (FYY)—2X 17.4 T RMIIPv6 ZHR—KLTWET,

OS5 AICED RMIIP DERTE

PUVT47aAVM0O-7:

B VLAN OthY5FUF7RLRIGE. 795747 RMI TS, 7I9T4TDTS5AIVF7RLRIF. &
BIP T, RICRTLDIC, A1VF—T A RIEBD TthvFV] PRLAZERETEEY. RMI
DEBADEHIC, 1 DOEAVTY IP OFDEEINET., EHhYFY IP F7OT5ATHRET ZIVE
HHpbxd,

IPv6 DIBE., TEHYF Ul PRLADEBREH D EEA. IPV6 DIFEE. T4 TLIAEE IP & RMIIP
T 2 DOEHS IP LLTERRSINET,

fcezld, TREBA VY —7 x4 A Vlan52 @ Yv—2 1 OF KL AA 2020:0:0:1::211, v — 2
D7 KL ZXH 2020:0:0:1::1212 [CRES Nz CLI DIEEEEZZET,

TIOT47AVRO-FRFRDELSICHESNET,

interface V1an52

ip address 10.100.0.1 255.252.0.0
ipv6 address 2020:0:0:1::1/64
ipv6 address 2020:0:0:1::211/64
ipv6 enable

ipv6 nd na glean

no mop enabled

no mop sysid

end

A4 +hO—7:

PRLABTZ VT4 TICE>TEREINZ /), BE IP 2122 &ETEF A, LEEH>T. AF V1O
YhO—=FTE RMIIP 2754 UT7RLRELTTOTSALATREITDVENHDET, RFVINAHT
VT4 7215, BB IP 2774XUELT RMIIP 28AY U ELTTOVZALTZRENHD
9.

Mhv5 U1 IP OFERIE. IPvd ICOMBEELET,
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interface V1an52

o ip address

ipv6 address 2020:0:0:1::212/64
pve enable

ipvée nd na glean

no mop enabled

no mop sysid

end

RMIIPv4 Z{ERUIcT 27 ILRY v 7 DY R—bK

RMIIPv4 %8ET L. TAVLABESA VY —T A RATIPBIP 2BETEZET., D7 KL RIBHETRY
ICERETZVELNHDET. RMI AEMICH>TWBRIHEE., R VIA TEHRES KK IPv6 7KL ZA 7O

TZATEIREN, RIVYNADBTIT47ICBITLUIEEESICRICRENES, COFRLRE avhkO—3
P77 7 VANV E—RDEZICIHEIRENET, ChiCED., EE7RL ABREAIEREINET.

RMIIPv6 &R LT 2 7ILARY v I DY R—b

ZOT—RE, YUU—X 17.4 TRELZEY, 17.4 TlE. RMIIPv6 %ZRELT. IPv6 D714 VL AEE IP
ZFERATEZT., T, T/ VLABEBA VY —T A1 RICIE IPVAIP ZETEFET, AT V/NAL4 RMI 1V
=T 1A ADNEMIERD L, IPv6 LU IPva OER IP K EERRS M. IPv6 RMI HBRESNET. XY
VIS TIT4TICBITTSE. B IP AMETINET,

E7 YA LTI NDERE

BT7ITATIOv—VERIVYNA Vv —IDBEICEF—T T34 T Ay E—I%XELT. MAHERAET
HBDEEERLET., EFILALT VNI BESNIETPIAMALATIORNTETZ Vv —Ih5Fx—T75347
Ayt—IEZEULRI>IIBRICET VY vr—Ihkbni- LT 50 ICERSNhET,

R TFT7AINRNDIYAATIRE 100ms TFA. 1000 ms ETHRETETT.,. F—77 54 7OBERTEEIL
FT7AJLNT 5 BITTH, 10 RIEFTHRETEZZT,
mCLI OTVK:

WLC#chassis redundancy keep—-alive timer ?

<1-10> Chassis peer keep-alive time interval in multiple of 100 ms (enter 1
for default)
WLC#chassis redundancy keep-alive retries ?
<5-10> Chassis peer keep-alive retries before claiming peer is down (enter 5
for default)

TR E#EDIHIC, RP X—Z®D SSO #HRELYR—FEhFEIH. T7AIN F—rhvza FxvizY
R=hrURBWoH, EREhFIEA.
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VIV TIY— IRIAVYN AV5—T 4R
Administration~ > Device

Dashboard General Redundancy Configuration enaseo ([l

Monitoring FTP/SFTP/TFTP Redundancy Pairing Type RMI+RP__ (@ RP

Redundancy Local IP*

I .
t}b Configuration

A Netmask* 00K IO XK. XXX

©

2\%, TranlEsaeis HA Interface GigabitEthernet1
Remote IP* XK XXK XX XXX
Keep Alive Timer 1 x 100 (milliseconds)
Keep Alive Retries 3

Active Chassis Priority* 1

CLIl Z# ULV VT YY— IRXIAYN A5 —T 14 ZADERK

17.1 KDEITIE. RP XR—Z®D SSO #BEOHHTR—rINTWELRE (DEXD. chassis redundancy ha-
interface <RP interface> local-ip <local IP> <local IP subnet> remote-ip <remote IP>),

17.1 UBETIE. 1—H—IE RMI+RP Z/zld RP XR—XDiEH#HATZE 9. RMI+RP #EHZ2ERAL T HA
RT7HBEREINDE, HA RTFZDI VT EFH%ZET D RP XR—XAX®D exec CLI (IFERATEEEA.

F:17x UU—XTlE. RMI 2EAL T HA 2RI SEHNTIRIC. Dv—2BEZBREITI2LEND
hxv,

Ay hbO—5%R7JyYJF %R, Cisco Catalyst 9800-CL ¥ U K T4 ¥ L XY hO—7T chassis
redundancy ha-interface GigabitEthernet interface-number IX Y REEEHT DZVELAHDFET, ZOFIE
|&. Cisco Catalyst 9800-CL YU —X A VLAY rO—FICOHFBRENET, BIRLIAIVY—T 4
ZlF. 2 20y bO—FHD HA BEOERAI VY —7 1 RELVLTERINET,

T7AILRTE, Yv—YFBR 1 TY., RPR—bD IP PRLR(F RMI ASEEENEYT., mADIY
O—2TYvy—Y&SHRAULZEE. O—HJ) RP R—rTEIFEENS IP FEAUICAD, RHEEXBLET,
INICED, PIOT4T-P0T4TT—ADBRELET,

CDVF I AZERY BICIE. RD CL Z2RITLET.

WLC#chassis 1 renumber ?
<1-2> Renumber local chassis id assignment

WLC (config) # redun-management interface <VLAN> chassis 1 address <RMI IP of chassis 1>
chassis 2 address <RMI IP of chassis 2>

R ER] :
WLC 1 :

WLC (config) # redun-management interface Vlanll2 chassis 1 address 172.20.226.148 chassis 2
address 172.20.226.149

WLC 2: (RIL CLI)

WLC (config) # redun-management interface Vlanll2 chassis 1 address 172.20.226.148 chassis 2
address 172.20.226.149
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Vy—YBETE4«DIY FO—F%HEAIL. COBSIE RMI IP 2R EIT DHIICRET D2DELNHDET., N
FZEEBT SEIIC. @AOIY O—7THELU CLl #XRITI2VEHINHDET. RMIIP #BRICL>T HA R
FUVITHRRYH—Eh, SSO R7ZAFEHENET.

RMI & RP #ryDrER

WLC-9800#show chassis rmi
Sep 20 21:26:13.024: %SYS-5-CONFIG I: Configured from console by console
Chassis/Stack Mac Address : 00a3.8e23.8760 - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair
H/W  Current

Chassis# Role Mac Address Priority Version State IPp RMI-IP
1 Standby 00a3.8e23.8760 2 V02 Ready 169.254.226.149 172.20.226.149
*2 Active 00a3.8e23.8900 1 vo02 Ready 169.254.226.148 172.20.226.148

WLC-9800#show romvar
ROMMON variables:
SWITCH NUMBER = 1
LICENSE BOOT LEVEL =

RANDOM NUM = 842430634

SWITCH PRIORITY = 1

RMI_ INTERFACE NAME = Vlanll2
RMI_CHASSIS_LOCAL_IP = 172.20.226.148
RMI_CHASSIS_REMOTE IP = 172.20.226.149
CHASSIS_HA LOCAL_IP = 169.254.226.148
CHASSIS_HA REMOTE_IP = 169.254.226.149
CHASSIS_HA LOCAL MASK = 255.255.255.0

The following shows the scenario where the RP IP is derived from RMI IPv6 address:

D3-5-Dao#tshow chassis rmi
Chassis/Stack Mac Address : ©@0a3.8e23.a540 - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair
H/W  Current

Chassis# Role Mac Address Priority Version State IpP RMI-IP
*1 Active 706d.1536.23c0 1 Vo2 Ready 169.254.254.17
2 Standby ©0a3.8e23.a540 1 Vo2 Ready 169.254.254.18

RMI & RP R7 YU VT DEAELE

7y TIL—RERID HA BRZFERALEZWN HA XF U VYT
BEZDAT (exec RP R—Z D CLI) =l RMIIP XR—ZDOAREBIRT ATV avhERRIhET,
d—H—h exec CLI XR—XDAHXZRIRL/IHBE. RPIP (£ 16.12 ETERAKRICHESINET,

RMI BENET IS E. RARITENET.
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VT — IRIAYS A V=T AR

RMIIP h5EEL IP ZEALT RPIP 24K UL E Y. RMI #HIE RMIIP OFELIY FO—F5DRTY
VIICBLERALET (RPIVVIBICRI YNNI DOHDN=—RI 7 T3y hT7A—ATYO—RINZT,
9800-CL VM DIBZRWE 7 VT4 T ERY Y NAOBANYAO—REINET), TDIHFAH. exec RP X—2D
CLI F70Ovy oy 2hEd,
A7vav 1:RMI R—RDOEH (#R)

1. 171 IZ7y7JL—RU. RP ZEHELET

2. RMI+RP Z#EHLEYT

3. RPIP [ RMIIP ASEEENET

4. RP X—2Z®D exec ARV RF7OvI3nhExd

5. ROMMONRP && U RMI ZEHABESNET
A7V 3y 2:RP R—ADHEH

1. 171 7y 7JL—KU. RP ZHHELEY

2. GUI Ffcld CLI 2fERLT RP ZBRLEY

3. RP R—ZOBRICL>TO—AI IP EVE—K IP HEESIEFT

4. ROMMONRP Z#HH,O—AI IP BELTVUE—F IP ITRESINIT

FTTICRZV v IEShTwsdaysO—507yv 7L —K
Ay bAO—5HFTIC HA R7ICHB>TWVWBIHEEE. BEFED exec RP CLI A5 EfmEHFEATEXT.
RMI XR—Z®D HA R7Y vy (#R) [IBITT2EEE. RMI 28ICTEET,

ZhICED, RPIP A RMI B5SEELTc IP TEEEShE T, HA RTFEICICEBEZRITERBAD. K
DVO—RIFFEETZEAY MO-FICEL>THLL IP HBRENET,

RMI i#gExBARICT ICIE. VO—KI2UBEBLAHDET,

dvbkO—ZAUO0—KEhadE, RMI hSEELZEHLL RPIP TR7HAHIBEINET, exec RP X—D
CLI (F7AOv oy EhZxd,

FovJL—R

RMI X—ZDIEHHIERINIBE. YOV L—REICVRATAIR RP XR—XDBRICT7TA—ILI\v I L
9,
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T7AIN T—=bozA Fvy

RMI Standb
i y
Active 9800 ”_,__--HH_H_" 9800
000000
Active Standby
9800 9800
1610
16.11/
16.12 ROMMON ROMMON
RM| variables RMI variables
cleaned up

cleaned up

RP XR—ZDEHIERINIIHEE. OV I L—REBEDLIXTAILX RP XR—2DEBHREFERALEY.

) Standby

Active 9800 9800

17.1

.
| 000000
Active Standby

9800 9800
16.10/ 1 RP

16.11/ 1*
16.12 000000 |

TIAIN T—hDxA Fvy

F7AIN F—=bUxA4 Fxv I %ERITIBICIE. Internet Control Message Protocol (ICMP) ping %4 —
MY TAICENICEELES, 797472V O—F RNV bO—-FOWAH. EET IP &L
T RMIIP Z2EALEY. choDAytE—JF 1 WERTEEENET. F— bV A AOEEIC 8 EEH

LTRRIBE AvbhO-—FRBEZEDT—h VA ZRETRELEELET,

4 B ICMP TJ—EXT ICMP TO—0&HEShiEWVE, ARP EXAHITENET., 8 WEKEZHIEW

B4 (4 B0 ICMP TO—EXRICHEWT 4 BO ARP EX), Y—h Iz A FEERELERBENET,

IPv6 T7AINT—hD A4 DBRBIF. YU—X 17.4 BIETHR—FrShTWET, IPv4 TO ICMP &

U ARP XD DI, IPv6 TlF ICMP ZERAL Ty — bV (EEZRHELEY.
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T—bhU A EERHERORE

Gateway
/\ s 4
| ‘A ' |
1s intervals \ s 4 1s intervals
A 4 RMI ~

Active Standby
9800 9800
&

» ICMP Echo request
ARP request

Catalyst 9800 74 VL XAy bO—ZICId. 79 T47-7 O T47FVAZERETS 2 DD AH/INUIKREE
hrHOET,

HEMICUVANVE—RER, Y—EXZRBHTZHD TVY—R] O—Z%Z22y bO—FHFEATEHRLVR
REEEKRLEY., /E. RP. RMI, LT —r Iz HYY—RTY, R—MFUAH/NNYE—-—RTEBEELRK
REICRZS. bZ74v73BRBLEHEA,

B AT VNRA-UANY : F—=R D2 ADBNTI0TBE RTVINADBRTVINAL-VANYE—RIZBDZET,
AIVNALEF. ZOREDNTIT 4T ERBAEINZCEZEBEKRLET, L. B2 —FADYVY—X (F—b
) BRRWEH, RTVIA-UANYE=RIZBDET, RIVYNADBRYVINA-U ANV E—-RIZKS
ERIVUNRAET VT4 7T DMBEZB | ZMS ZENTEFTRA, RAFYNAL-UANRKVUIE F—bT14HE
EOREICR s e &z T 5E,. UA—RBUTRAIVNALICEDEY,

m70T47-UANY :RP BF TV UIEEDE—RTY, 7974 7-VANVUDOREKRRERI T I T4 T &
BHEILEEA. RP UV IUNTy TREICKRD E. PIOT47-UANUAIO—-REIhBH., —FERETR
FINLELTEFTELT,

T=rOzADNT IOV UIBRELVLTRA Y FA—N=—D NI A—SNIIHZE. RA v FA-—N—BEICEZX
AV FA-—N—DEANT—h VA5V ELTRRESNET,

T—bU A ESREERDERE

TF—bU A EEREERBIE. VV—X 17.4 HETKRD CLI ZFERALTRETEET,
WLC (config) #management gateway-failover interval <6 - 12>

T7AIMEIE 8 TY,

CDINTA—=%(E. YANG, SNMP, &S LT WebUl THERETEXT, RE/NFTA—FIE, IPv6 ¥'—hUx
AEZF UV TICHBERENET,
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T—h7 A EERUERDRE

Administration ~ > Device

General Redundancy Configuration enasieD ([l

FTP/SFTP/TFTP Redundancy Pairing Type @ RMI+RP RP
Redundancy RMI IP for Chassis 1* 9.4.41.110
RMI IP for Chassis 2* 9.4.41.120
Management Gateway
Failover
Gateway Failure Interval 10|
(seconds
Local IP 169.254.41.110
Remote IP 169.254.41.120
Keep Alive Timer 1 x 100 (milliseconds)
Keep Alive Retries 5
Chassis Renumber 1
Active Chassis Priority* 1
Standby Chassis Priority* 1

NETCONF/YANG HR— kD> 7))L JSON

"Cisco-I0S—XE-native:management": (
"Cisco—IOS-XE—rmi—dad:gateway—failoved": {
"enable": true,

"interval": 10
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T—bhU A EERHERORE

FI7AIN F—hDzoA FxvID WebUl HE

F7AILEN ¥Y—bDzxzAH4 FxvP AT 3 vIiE. [Administration] > [Device] > [Redundancy] >
[Management Gateway Failover] TRETZZ9,

_ Administration~ > Device
Dashboard General Redundancy Configuration Apply

Monitoring FTP/SFTP/TFTP Redundancy Pairing Type @RMI+RP RP

Redundancy RMI IP for Chassis 1*

) RMI IP for Chassis 2* XK XK XK IOK

Management Gateway enaste ([l
o T Failover
N roubleshooting ai

Local IP N/A

Remote IP N/A

Active Chassis Priority* 1

FIAIS —bTz4 Fzv oD CLI /FE

T—hOzAFo v VREZANCLT. CORETERSNST 74N T—hT A IP ZIBET BICE.
RD CLl Z/ETBVENHD T,

WLC-9800 (config) #management gateway-failover enable
WLC-9800#ip default-gateway <IP>

T—=MOxAF v IDERDHB>TVEHESHERERT SICIE. CLI @ show redundancy state Z{ERL
9,

WLC-9800#show redundancy states
my state = 13 -ACTIVE

peer state 8 —-STANDBY HOT

Mode Duplex
Unit Primary
Unit ID 2
Redundancy Mode (Operational) = sso
Redundancy Mode (Configured) = sso
Redundancy State = sso

Gateway Monitoring = Enabled

17.2 TlF. Tip default-gateway <IP>] [IFERATERKBRDET, ¥Y'—hT A IP E BRESKERY T4
7 IPI—bHSEEENET, HA AV TZARIIFvid. RMI XY R T—JC—BTBR9T14v7I)L—
MIPZBRULET, BROXI T4 v IIL—MDBRESIhTVWBRESG. RBLWRY NT—V&EHEICRES L
L= PBIRENE T, ALRY FT—VEHBEICEROT— b/ ZBHETEXY. ALRY NT—TICHE
BOT—r0z4hH 3551} RUILWIRI7ERZUBNEWT—hUza IP BEIRESET, ¥—boxA
IP (. BEBICIHELT, R T4 v VI —MOREEFFICETFMEInET.
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VATABLURY NT—U DESLE

—EORITAVIIN—EDST— T4 IP ZB8RISZLEEDANZXAIK, YU—Z 17.4 O IPv6 (T8
BAahzxd,

pE

BRSOV FIADHE, 17.3.2 LDFIOVY ) —ZATRERT—b 714 F oy V#EICEDRESh
3. ®RHEICIE 8 WhhDET, UU—X 17.3.2 BUETIE. R—MHFOVREICKRZE. =Dz o
DT IVICEETZIRTDOTZIvavh b H—EhEzd, R—rHFU Y LI EAREEIh Sz, SSO
ZERSHDFHLWERI—RAMEASNET, TActive GW Lost] DX DT TActive RMI Port Down] A&
AEhzxd.

- JU—=217.1 TR PER—-MDRF—F AP T7IT47AVMNOA—SH5RF V(DY MO—ZICRHEE
ThEd., ChiFYU—R 172 TEESNTHD., 7V7«472v b A—F R4y O-FE %
NZENDR—MNAT—F7 XA ZHRFELET,

VRATABLURY NT—T DEENIE

29NA Ay A=K I Tva1dBE, UT—FLTRYVYNAELTRBELET., —EREANFERTS
nNe A9VINA DRy MTERDETS, 7974720 bO—5H80Fva93E RIVNADBTIT47IC
BDEI, ILWIITATEIRAY—0OO—-I%E|ERF. Ta7IT7I0T747&2BHELELSELET,

RDI MV R%EERBIT2E, WIC RA Y FA—N—D MUY A—FHHE>EDEDMDET,

VAT AICHY 5MRE

MU H— RP UYYZXF— |RMI #HULIEFDR | A4 vy FA—/IX— R
4R ETHEM

JUFqaALTOCR | PyvT B EA]HE POy 2y FA—IN—FE

DUy a

BEIZAyFA—IN— | PV B3ETRE XTI 2 Y FA—IN—F4E

JUF4ALTOLBR | Py S BETRE Popny Ay FA—IN—FE

DITTZ7va

BEIRAYFA—N— | PvT BIETHE POy Ay FA—IN—FE

JUF4ALTOERR | v B EA]HE IS Fovavighbhxt

DISya ho 1 B0y hO—
SHhUABINYUE—RIC
ThET,
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BASHAR

BEIZ Ay FA—I—

BEn]RE

BB

TovavigbhEt
ho. 1 AOOvbkO—
ZHNUANUE—RIC
BOET,

JYFq4ALTOER
DIZva

FEXF I

—EEE: TRy bk
J—J IS5 —DNHE]

BREIZ A v FA—/\—

BETRE

BB

_EEE: Ixvyb
J—J I —DNE]
=8

REME

RMI Z 7 U7
E7 O EER]

FIOTATHSE
DTF—roxA4

AT VINA DT —
[

Ay F
*—I\—

fmR

7S

FEX I

BERL

N

w7

N

v 7

BEn]RE

BETRE

FEXH I

[7ovavilL
(No Action) 1.
TF—hrUzAICE
ETERU8,
AT VINAIFTD
REETIE SSO
CHmTcEEE
o AT VINA
. RFVINA -
UAHNNJE—=RIC
BbEd, RP H
Tovgde, R
FVI14 (VAN
YE—R) B7Y
T4 7ICRED

ig-o
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BASHA R

N

w7

N

v 7

BETRE

BEn]RE

XIS

TF—bozAEE
AEEEAYE—Y
. RMI + RP U
VU BRHTRIRS
hxd, RN
ATV T17IC
®R3EIIC. 7Y
TATDVT—hk
MNEITEINZET,

BlETRE

BETRE

FEXT I

chickn., 7o
F47 SVI H¥5
TIvFRE. RY
VIX4 SVI £ %4
v LET, R
A4y FA—=IN—=H
NUAi—ahZx
g, FILWLWF Y
Fa4T7IC&DT
TF—bT A HE
EARETH D ER
Hahizigai.
TFOT4T-RY
VIKA DY) AIXY
TYATALADNRE
LET. Zhs
DFE. RAM1YF
A—=NK—=FEVR
vARTIThN

7,

BlEATRe

BErTRe

FEXT I
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BASHAR

FEX I

TF—hTzAICH
ETERWoH,
AL IETD
REE TIE SSO
CHBmTEEE
Ao LMP X v
—JI& RP Y
VU RBRHTHRIMR
IhaiH. 2%
VINALIEY A
E—RICHD
9,

BER

anp
[atad

BEw]

anp
[ain

Xt

TF—kUzAEE
AEEMA Y-
i RP UV
HTHXRMENE
T RIVINAH
TIT4T7ICES
£3IC. P74
T0YT—MHR
TEanx9,

gov

BETRE

BETRE

FEXH I

hickb, 74
T47 SVI B4
IV9eBRE. RY
YINA4 SVI 4
JvLEIT, R
A4y FA—=IN—=H
FUFH—2hZz
. iLWLWF
FA4TICE-T
T—kT A4 HE
EAEETH D LR
HEhiigaid.
FOTFTA4T-RY
VISA DY) AIXNY
TYRATANRRE
LEd. Zhis
DIFE. AAYF
A—N—=FEVR
VAR TIThN

7,
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AIVINADBT Y
TA4TICRD,
(M@to) 74
TATRTIT4
T-UAhNYICHE
TLXxY. AV
74FalL—v3
Y E—KIF. 7
9T747-UAN
)E— R TIEED
T3, INTDA
V=T A AN
TEBESY OV
L. 7€4VLRE
By —7z4
ZIC RMIIP A58
ESIhFEd. 77
T4 7-UAhY
E—Ropavkh
O—>i&. RP Y
VBT TIREE
ICikseyn—R
LTRIVINAIC
BOET,

oy | 7v7 Ezlbe 1) BEw] XS

anp
anp
o

oy | 7v7 Ezlbe 1) BETRE XS mLE

anp

oy | Tv7 BER BEw] XS @t

anp
o
anp
o

oy | 7v7 BER BER XS @t

anp
o
anp
o
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HA R7 ) v JRRENE

—_ERE: 7Y
F4«7avbO—
M2 BICRS
e, Xy b7 —
TOMENELE
o R VINAH
T T4 TICRKED
£¥9. ERKDOF7Y
oy | oV BlET] 88 EEn]4E PO TATHEELE
9, A—JILXxITY
I—yavid, &
EAETI N
ICEfTSh, &%
IC7 v TIREEIC
BolchAD7 Y

Ta4THHERS
9.

oy | Iov Ezlbe 1) BETRE XIS mLE

oy | IOV BETRE Ezlpeal): XS @t

oy | Iov BETRE BETRE XIS @t

HA X7 Y JERENE

JY—2 16.10 B&LY 16.11 TlE. O< ¥ K Tclear chassis redundancyl Z{TL T HA R7 &40 &Y
EC RN Ay A=Y T = U, PU9T4 720 O—F¢F><AUEBRTEHL. ROAY
T—INKRREINZEE IP PRLRAIS—HIRELET,

WLC#sh log | i DUP

Mar 21 21:53:46.307 CET: %IP-4-DUPADDR: Duplicate address 120.0.0.1 on Vl1anl20, sourced by
d4c9.3ccc.£98b

Mar 21 21:54:16.947 CET: $IP-4-DUPADDR: Duplicate address 172.18.50.60 on
GigabitEthernet0, sourced by d4c9.3ccc.f981
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HA X7V v T iRIRENE

16.12 LV 17.1 TRESIhDEREIEZ. HA ODRFZ UV ITRIREIC, AYYNNAAY I MO—FDRAY—k
7y TR E HA BRIV 7 Sh,. AT VIN4H 0 BEICEITIR2ETY,

ARV RZERITIBHIC, PVT47AY MO—FTROBEEVRRENET,

WARNING:Clearing the chassis HA configuration will result
in the chassis coming up in Stand Alone mode after

reboot. The HA configuration will remain the same on
other chassis. Do you wish to continue? [y/n]

CLI THRRTY .

WLC#clear chassis redundancy

WARNING: Clearing the chassis HA configuration will result in both the chassis move into
Stand Alone mode. This involves reloading the standby chassis after clearing its HA
configuration and startup configuration which results in standby chassis coming up as a
totally clean after reboot. Do you wish to continue? [y/n]? [yes]:

* Apr 3 23:42:22.985:received clear chassis .. ha supported:lyes

WLC#

*Apr 3 23:42:25.042: clearing peer startup config

*Apr 3 23:42:25.042: chkpt send: sent msg type 2 to peer..

*Apr 3 23:42:25.043: chkpt send: sent msg type 1 to peer..

*Apr 3 23:42:25.043: Clearing HA configurations

*Apr 3 23:42:26.183: Successfully sent Set chassis mode msg for chassis l.chasfs file
updated

*Apr 3 23:42:26.359: %IOSXE REDUNDANCY-6-PEER LOST: Active detected chassis 2 is no
longer standby

AFYNAAY hO—=FTF. BENI VT EINBIEERIRDOAY E—IDNRRENET,

WLC-stby#

*Apr 3 23:40:40.537: mcprp handle spa oir tsm event: subslot 0/0 event=2

*Apr 3 23:40:40.537: spa_oir tsm subslot 0/0 TSM: during state ready, got event
3 (ready)

*Apr 3 23:40:40.537: QQ@Q@ spa_oir tsm subslot 0/0 TSM: ready -> ready

*Apr 3 23:42:25.041: Removing the startup config file on standby

*Apr 3 23:42:26.466: Calling HA configs clear on standby

*Apr 3 23:42:26.466: Clearing HA configurations

*Apr 3 23:42:27.499: Successfully sent Set chassis mode msg for chassis 2.chasfs file
updated
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SSO RF7T® LACP, PAGP HR—h

F:RMI R—Z20EHEFEALTWRIESIC SSO R7ERET Z(CiE. RMI #EREIYY KD Thol /A—Y 3
vEFERALUEEICVO—-KRULET,

WLC (config) # no redun-management interface <VLAN> chassis 1 address <RMI IP of chassis 1>
chassis 2 address <RMI IP of chassis 2>

SSO X7 T®D LACP, PAGP #/R—k

LACP 7Ok JL (IEEE 802.3ad) Tld. 2 DOFNA ABTY VY I/EHNEIWM7ONIILT—5 1y b
(LACPDU) #X#ag 5 &ICE>T. WA —HUXY N A1 Y5—T A4 ADEHEINhET,

LACP, PAGP MY R— K. R VYNA AV OA—ZDY VI £l 3EHREEEMREBELTE=ZY L. A1V F
FA—IN— (SSO) WIZUVZA4 TV =9 +Z 7499 %&Y—ALRICERET BHIC. SSO RPTHET
9. 17.1 £DHiE. SSO E— K Tld LAG E—K ON &Y R—bInTWWELAE, 17.1 Tld. LACP
(ZOT47H&LUNyT) & PAGP OEAHD SSO E—RTHR—MEINET,

Z DHEBEIE. Cisco Catalyst 9800-L. Cisco Catalyst 9800-40, 3 &' Cisco Catalyst 9800-80 (E¥ 1 —JL
R—rZE&E) THR—FENFET,

HR—bkahs LACP, PAGP ~/ROY

RO MRAYVIFE, SSO KU LACP/PAGP THR—brENET,

Enterprise network Enterprise network Enterprise network

HSRP Active HSRP Standby

XKl. LACP., PAGP hROYVTIEYR—bEINnZEtA.
m Auto-LAG I R—hShE A,
m C9800-CL LU AP LD EWC [FHR—rShEHA.,

u L3 R—=FFrRILEYR—bZThIEA.
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SSO R7T®D LACP., PAGP trR— b

RIVFOvY—I D)V o&ENT I —T

JY—2 17.21 P&, INFIov—I VUV I&EHTI—TE. Ay Rk7OyAy bO—-58&U HA X7
THR—KShET, VILFVvy—Y LAG 2FRATZE. EHRO7Y TV Vo2 b O—SHhSERIOT v
TRy FICEHRTEEY,

ChiIZED, RILFRAyFhROVICEKSNERIC, R4AYF AVTZAMNTIFv & VLAN R—2Z
DS 74y IREICaY FO—Z%2EHET XML EONET, E&zlE TVF—TF34X bFT714y
VERRBICEBDIRAYFERERXY NIV LEDTANNT T4 vV 2RBETEET. & LAG [FBE—DX
1Yy FICERL, ZnZEhO VLAN OZ|DYUTHE LAG BERL>TWBRENHD FT,

@ Enterprise network SP network

—

E =T EERLLEVWE D ICEBRT 5D, 1—F—DEEFEHEHETY,

PIR—bENBVILFUry—2 LAG ROV

o NILFUYY—Y LAG F. LAG E—FK ON 8LUF1F3Iv Y LAG (LACP LT PAGP) TY
R—hrEhZEY,

e TILFVvY—Y LAG IF. RICRTLSIC, Ay Rk7AOyaAybO—F& HA RFPTHR—KEHh
ESC
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SSO RF7T® LACP, PAGP HR—h

Enterprise network Enterprise network

Switch 1 Switch 2 Switch 1 Switch 2

” VLAN 10, 30, 50 VLAN 20, 40, 60
VLAN 10, 30, 50 /L2 VLAN 20, 40, 60
Te0l0l0 N> <> Te0/0/2 oo b T
e = Ay

Te0/0/1 Te0/0/3 f

connection
9800 Active 9800 Standby

_______________________

Gatalyst 9800

o EHRO LAG 2oV hO—SR@FE—DRA Yy FITEHGETEEITN. FREFNAD VLAN O
ik LAG FELG-TWBMELNSHDET,

YIR—bXWRT T b TH—A

RILFIv—Y LAG . ROTZY M T7A—ATHR—rINET,
e Catalyst 9800-L 7/ ¥ L2 hO—5
e Catalyst 9800-40 74 ¥ L ZOY hO—35

e Catalyst 9800-80 74 VL X ~O—7
HR—h&h3 LAG R—kDZIL—T1t

RANTS U574 R R=FFrXITRALYA TEEEDR— N 2FERTZETT,
o {ABDKR—MF¥RILT 2.5G/1G LT 10G/mGig R— k Z{FZ 7= 9800-L-C

e {ABDKR—BMF¥XILT 2.5G/1G LT 10G/1G ¥ 7 7 A I\IR— k&% = 9800-L-F

stlialie
‘eisce

L JES

AModel 9800-L
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PDEN VI EFERALT VSS R7I(CEHET S HASSO R7D LAG ZEH!

RA 0 BLURAS 1 (BEYya7AOyv K) @ 9800-80 R—h i, AUR—FFrRILTIL—TICIEETEE
Bhe RANTZU9F4RE. R—rFyRITRALZAOY FOR—NZ2FERTZETT,

DENY VU ZERLT VSS XR7([CHE#HdI 5 HASSO X7 D
7 {51

—
>
@)
DIIII

J4YLXaAybO—5D

79747 WLC:

EIT::
Filt

WLCHsh etherchannel summary

Flags: D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator

M - not in use, minimum links not met

u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
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PNE|NY VU= ERLT VSS R7ICHERHET S HASSO R7D LAG :%EH

Group Port-channel Protocol Ports

—————— e et e

2 Po2(SU) LACP Te0/0/0(P) Te0/0/3(P)

WLC#sh run int po2

Building configuration...

Current configuration : 54 bytes
I

interface Port-channel2
switchport mode trunk

end

WLCHsh run int te0/0/0

Building configuration...

Current configuration : 114 bytes
I

interface TenGigabitEthernet0/0/0
switchport mode trunk

no negotiation auto
channel-group 2 mode active

end

WLCHsh run int te0/0/3

Building configuration...

Current configuration : 114 bytes
I

interface TenGigabitEthernet0/0/3
switchport mode trunk

no negotiation auto
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PNE|NY VU= ERLT VSS R7ICHERHET S HASSO R7D LAG :%EH

channel-group 2 mode active

end

AT VXA WLC:

WLC-stby#tsh etherchannel summary

Flags: D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— B it S i e L L P e e

2 Po2(SU) LACP Te0/0/0(P) Te0/0/3(P)

WLC-stby#sh run int po2

Building configuration...

Current configuration : 54 bytes
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PNE|NY VU= ERLT VSS R7ICHERHET S HASSO R7D LAG :%EH

interface Port-channel2
switchport mode trunk

end

WLC-stby#tsh run int te0/0/0

Building configuration...

Current configuration : 114 bytes
I

interface TenGigabitEthernet0/0/0
switchport mode trunk

no negotiation auto
channel-group 2 mode active

end

WLC-stby#sh run int te0/0/3

Building configuration...

Current configuration : 114 bytes
I

interface TenGigabitEthernet0/0/3
switchport mode trunk

no negotiation auto
channel-group 2 mode active

end

WLC-stby#
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PNE|NY VU= ERLT VSS R7ICHERHET S HASSO R7D LAG :%EH

VSS DFTE

Router#sh etherchannel summary
Flags: D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - inuse N - not in use, no aggregation

f - failed to allocate aggregator

M - not in use, no aggregation due to minimum links not met
m - not in use, port not aggregated due to minimum links not met
u - unsuitable for bundling

d - default port

w - waiting to be aggregated

Number of channel-groups in use: 9

Number of aggregators: 9

Group Port-channel Protocol Ports

------ B o o b e e m e
6 Po6(RD) -

10 Po10(RU) - Te1/5/4(P)

20 Po20(RU) - Te2/5/4(P)

30 Po30(SU) LACP Gi1/4/1(P) Gi2/4/1(P)

40 Po40(SD) -

60 Po60(SU) LACP Gi1/4/3(P) Gi2/4/4(P)
61 Po61(SU) LACP Gi1/4/4(P) Gi2/4/3(P)
833 Po833(SUV) - Te1/1/1(P) Te1/1/2(P)
865 Po865(SU) - Te2/1/1(P) Te2/1/2(P)
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PNE|NY VU= ERLT VSS R7ICHERHET S HASSO R7D LAG :%EH

Router#sh run int po60

Building configuration...

Current configuration : 67 bytes
I

interface Port-channel60
switchport

switchport mode trunk

end

Router#tsh run int po61

Building configuration...

Current configuration : 67 bytes
1

interface Port-channel61
switchport

switchport mode trunk

end

Routerttsh run int gi1/4/3

Building configuration...

Current configuration : 103 bytes
I

interface GigabitEthernet1/4/3
switchport

switchport mode trunk
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PNE|NY VU= ERLT VSS R7ICHERHET S HASSO R7D LAG :%EH

channel-group 60 mode active

end

Router#sh run int gi2/4/4

Building configuration...

Current configuration : 103 bytes
I

interface GigabitEthernet2/4/4
switchport

switchport mode trunk
channel-group 60 mode active

end

Router#tsh run int Gi1/4/4

Building configuration...

Current configuration : 103 bytes
I

interface GigabitEthernet1/4/4
switchport

switchport mode trunk
channel-group 61 mode active

end

Router#tsh run int Gi2/4/3

Building configuration...

Current configuration : 103 bytes

interface GigabitEthernet2/4/3
53



Cisco Catalyst 9800 1) —X T4 ¥ L Xd> kO—7S (Cisco IOS XE Bengaluru 17.6) Sa]A4%E SSO
BAAAR
HA £y b7y 7Ty hO—SDBE#Z

switchport
switchport mode trunk
channel-group 61 mode active

end
HA ty R 7y 7OV NO—SDEBZiRZ

o RTFVEMBRETICHARTIHISTFZITF47Av b O—-Z%HIBRLEYT, 77«47y NO—-FHK
KgBE, RN A OA—FHT7 VT4 70O—- )L %5 EHEET,

e BEIOFZVFT«47vbO—ZEEUEBETHLUL 9800 v bO—S%%HELET, DEH. AL
YIRDITTN—=V3ay, SAEVALARNI, IP ZRLZX WMI, RMI, EEYUF 4 MAC THRL
9,

e HLWIOYIFO—F% SSO TRFZYVIFTBHIC. PUVTFT47Av A= hHUT—rLFEELT
b, BEDOFZIT47AY A=W 70 T4 7RBREFICTBICE. BEDT7 V7472 O—3I(C
SWMBEIEMNZHRELE T,

e TE/WR—bF (RP) ZEALTHLL 9800 Ov FO—SEYENICEELET,
e #LL\ 9800 OvhO—3T®H SSO #EROFMIL

e LWL 9800 AvbO—FHUT—bFUL. BED7IV 747y bOA—ZEERTUVITULIERAT VIR
1ELTEHSLET,

SSO \1 7Yy REAICLS N+1

WLAN-Controller-1
Standhy
Aps Configured with:
F Primary: WLAN-Controller-1
Secondary: WLAN-Controller
NOC or Data Center WLAN-Controller-1
WLAN-Controller Primary
E Aps Configured with:
' Primary: WLAN-Controller-2

Secondary: WLAN-Controller

Aps Configured with:
Primary: WLAN-Controller-n
Secondary: WLAN-Controller

352083
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RMI ZEHUERIVYINADE=ZSUVYT

LICRUIZLSIC, SSO TRART7E N+1 754U, EhAYFY, $LUIY—Iv ) EFILODNATU YR
rROVHAHR—FINTWET, DR B rDEAYF Yy bO—F(E, Catalyst C9800-L, C9800-40,
C9800-80, F7clx C9800-CL 74 VYL XJAY hO—3T9Y, Catalyst 9800 74 VL XA hO—5Hh5
CUWN Oy rO—=ZIC7zxz—IL XvIF379ERX R4V MNEO—KRZEESF 7>O—-RLTHS CUWN
TJAVYLRAOY MO—SC8MLET, £f. CUWN OY hO—5H5 Catalyst 9800 74 VL Xav hO—
SIC7x—=I Nv U270 RAVINEEBRDIEERITUET,

RMI ZER LAY VYINADEZF )Y

COMEEICKD., 7T« 7y bO—Z8BEETIC. 7OV T AL V5 —7 4 X (NETCONF/YANG.
RESTCONF) & U CLI 2FAHLT. HA RZDRAYVYNA AV FOA—S DV AT AEEMEZE-ZYTEZE
¥, ThiClE, CPU, XEV, A1 VYF—T A RAAT—H R, PSU (BREE) BE. 77 VEBE, BELED
NTA—FDEZINEEFNET, TOEZ=F##EEIE. Cisco Catalyst 9800-CL 574/ RXR—KrT T UK,
9800-L, 9800-40. & U 9800-80 744 VYL XAy bO—FTHR—FSIhET,

RMI 15 —T x4 R2ERTZE. ROZEHNTEXT,
e R—bF 22 T IOSSSH H—/\—(C#HE#H L. show CLI DEIRtY FERITLET.

e J/R—bk 830 T NETCONF SSH #—N—([C##HE L. 7OV FAM VY —T x4 RZFEALT
NETCONF/YANG [C7 A LET,

e HTTPS /R—b 443 [C#E#HEL. RESTCONF #ERLT7OI S LM VY —T7 214 A% FERALET,
O—AILEEEES LT RADIUS #{ERT 2988 AAA H—N—D1—H—0OJ 4 VEHREO—NILICEBETEE
9, SSH Rk, I—TF—RENRT—REFERAUVUTERITLET, AV Nq/arybO—7Fd. SREEXR—X

DR ZRIBT B1cHIC PKI A1 VT A7 Fv2RITLUERA. 588 AAA H— )=, RF V13V
PO—FTEHNICRETEZT 7AW ML—bZEN U TEEAREICT 2RENH DT,

syslog |&. Jvv—)lOyELTRY YNy bO—-FTHR—rShZET,

RMIIPv6 ZERUERZVYINAEZZ UV TIE, UU—R 17.4 PBETHR—FIhTWET,

ARIVNA4EZH VYT CL

o TR, 77v. BREDRT—9RAZMHREIBICIF. XD CLI 2¥BF 7547V ATHEATELXY,
RETZY b7 x—ADBE, COHAREICKDET.

Show environment
9800-stby#show environment summary

Number of Critical alarms: O
Number of Major alarms: 0
Number of Minor alarms: 0
Slot Sensor Current State Reading

Threshold (Minor,Major,Critical, Shutdown)

PO Vin Normal 218 V AC na
PO Iin Normal 1 A na
PO Vout Normal 12 V DC na
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RMI ZERBLURYVYINADE=S YT

PO Tout Normal
PO Templ

(na ,na ,na ,na ) (Celsius)

PO Temp?2

(na ,na ,na ,na ) (Celsius)

PO Temp3

(na ,na ,na ,na ) (Celsius)

P1 Vin Normal
P1 Iin Normal
Pl Vout Normal
Pl Tout Normal
Pl Templ

(na ,na ,na ,na ) (Celsius)

Pl Temp?2

(na ,na ,na ,na ) (Celsius)

Pl Temp3

(na ,na ,na ,na ) (Celsius)

RO VRRX1: VX1 Normal
RO VRRX1: VX2 Normal
RO VRRX1: VX3 Normal
RO VRRX1: VX5 Normal
RO VRRX1: VP1 Normal
RO VRRX1: VP2 Normal
RO VRRX1: VP3 Normal
RO VRRX1: VP4 Normal
RO VRRX1: VH Normal
RO VRRX2: VX1 Normal
RO VRRX2: VX4 Normal
RO VRRX2: VX5 Normal
RO VRRX2: VP1 Normal
RO VRRX2: VP3 Normal
RO VRRX2: VP4 Normal
RO VRRX2: VH Normal
RO VRRX3: VX1 Normal
RO VRRX3: VX2 Normal
RO VRRX3: VX4 Normal
RO VRRX3: VX5 Normal
RO VRRX3: VP1 Normal
RO VRRX3: VP2 Normal
RO VRRX3: VP3 Normal
RO VRRX3: VP4 Normal
RO VRRX3: VH Normal
RO Temp: RCRX
(52 ,57 ,62 ,73 ) (Celsius)

RO Temp:

(62 ,067 ,72 ,80 ) (Celsius)

RO Temp: Yoda
(71 ,76 ,81 ,90 ) (Celsius)

RO Temp: XEPhy
(110,120,130,140) (Celsius)

RO Temp: CPU Die
(61 ,66 ,71 ,80 ) (Celsius)

RO Temp: FC
(36 ,44 ,0 ) (Celsius)

RCRX OUT

FANS

20 A
Normal

Normal
Normal

0 VvV AC
0 A
0 VvV DC
1 A
Normal

Normal
Normal

751 mv
6937 mVvV
1217 mv
1222 mv
1705 mv
2489 mv
1300 mv
5070 mv
11993mv
853 mv
1016 mv
1019 mv
3325 mv
1826 mv
1050 mv
11987mv
994 mv
1002 mv
750 mv
751 mv
2477 mv
1197 mv
1517 mv
1514 mv
11987mv
Normal

Normal

Normal
Normal
Normal

Fan

Speed

na

na
na
na
na

na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na
na

31
42

43

28
29

26
41
47
49

47

26

Celsius
Celsius

Celsius

Celsius
Celsius

Celsius

Celsius
Celsius
Celsius
Celsius
Celsius

Celsius

o ZXHVNAAvIMOA—ZDA VI —T A RARAT—Y A=WHET %55(1F. XD CLl =FEHTE

ia-o

show ip interface brief

Eg

Interface

GigabitEthernetl
GigabitEthernetO

Capwapl
Capwap?2
Capwap3
Capwap4
Capwapb
Capwapb
Capwap7
Capwap8
Capwap?9
CapwaplO

9860—stby#show ip int brief

IP-Address
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
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Method Status
unset down

NVRAM
unset up
unset up
unset up
unset up
unset up
unset up
unset up
unset up
unset up
unset up

administratively down

Protocol

down
down
up
up
up
up
up
up
up
up
up
up
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RMI ZERBLURYVYINADE=S YT

Vlanl unassigned YES NVRAM down down
Vlan56 unassigned YES unset down down
Vlanlll 111.1.1.85 YES NVRAM up up

1. RZYIN1®D 10S # XY CPU ziERT %ICIE. CLI @ show processes ALY,

9800-stby#show processes ?
<1-2147483647> 1I0S(d) Process Number

cpu Show CPU usage per I0S(d) process

heapcheck Show IOS(d) scheduler heapcheck configuration
history Show ordered IOS(d) process history

memory Show memory usage per IOS(d) process

platform Show information per IOS-XE process

timercheck Show IOS(d) processes configured for timercheck
| Output modifiers

<cr> <cr>

ATVYINA EZH VYT TOVTA AVT—T 1R

ZAZVYINAAY RO—5®D CPU, AEY, BLUVAVYY—T A ADRAT—FRIF, 7OFF LAV —Tx
AATEZHITEZYT, COEBNICRERERETILOY AN ZRICRLET,

¢ Cisco-10S-XE-device-hardware-operyang : /X1 ZDFXTD FRU (VY v—I%&L) 1TV
TILEELNHDET., £ YATARNDIRTDON—RI7ICETEBEROHDET.

e Cisco-10S-XE-process-cpu-operyang : 8% 1 9. 5 2. 5 WOBEOFY CPU ERAE, H&L
U I0S #2770t RBMD CPU fFEthd D £,

e Cisco-10S-XE-platform-software-oper.yang : 5 #EfREDFY CPU FAERE 7O XICEID YT
ShicAEVZRLET,

2. Cisco-10S-XE-process-memory-operyang : 7Ot XBEUDAEYFERAEERLET,

e Cisco-10S-XE-interfaces-operyang : JRELFFIERZSL A VI —T7 21 ADERT—IHHD
9, 1V —T7 x4 RAICHAITZZDMDERT—TLEZEHNET,

RMIIPv4 AN®D SSH E#ixFRAL TR YN\ Ay b O—Z%2F=4
95 F|E

1. 797473y b0O—5LT SSH ZEMILEYT, ThEEITIBICIE. RSA F—%2 4T E2NE
hrHhxd,

9800 (config) #fcrypto key generate rsa

% You already have RSA keys defined named ak vewlc small.cisco.com.

% Do you really want to replace them? [yes/no]: yes

Choose the size of the key modulus in the range of 2048 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [2048]: 2048
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 0 seconds)

9800 (config) #
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RMI ZFEHUERI VYNNI DE=ZSUVYT

RICRT LSIC, O—HIL AAA FlF588 AAA (RADIUS) Z20—HJIL AAA T4 —JLINy U T

ELEY.

line vty 0 4

password Cisco

authorization exec DEVICE ADMIN
login authentication DEVICE ADMIN
length O

transport input ssh

line vty 5 15

password Cisco

authorization exec DEVICE ADMIN
login authentication DEVICE ADMIN
transport input telnet ssh
transport output telnet ssh

aaa authentication login DEVICE ADMIN group AAA GROUP ISEl local
aaa authorization exec DEVICE ADMIN group AAA GROUP ISEl local
aaa group server radius AAA GROUP ISE1l

server name ISEl - -

radius server ISEL

address ipv4 <RMI IP> auth-port 1812 acct-port 1813

key <key>

7E : TACACS FR7 VA TlEYR—bEShFEHA., AXY XM TLOCAL] AEMEhTWS I & &ML
9, LA > T, A—HF—E@FR7 YA TIEA—AILICEIRHZNhET,

aaa authentication login VTY authen tacacs group tacacs ise group local
aaa authentication login VTY authen tacacs group tacacs ise group local

2. BE VLAN OF 7 BMIL—FDERESINTVWSEEERBLET,

ip route <Destination prefix> <Destination prefix mask> <Forwarding router's address>

3. RNy rA—=Z®D RMIIP ZRLRZFERALTRAY YN\ bA—-ZICAT1 Y LET,

ssh <username>@<RMI IP>
Password:

¥ : Netconf-YANG SSH #%#{FER9 3(ClE. XROAYY REFEARALET.
ssh <username>@<RMI| IP> -p 830
Netconf-YANG SSH Tl&. 77 #JLh/R—b 830 OH%=FERATEET,

4. show environment summary, show processes, show ip interface brief 1< K &%£{TL T,
CPU, XEYU, AVF—T A RARAT—5 A, PSU (BEXE) BE. 77 VEE., BLUEEEER
LY.
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RMI ZFEBHUERI VYNNI DE=ZSUVYT

RESTCONF %#{FEHIT (XY VI\A T4V T0I<TV R

GET &K :

curl --request GET --url https://<Standby RMI IP>:443/restconf/data/Cisco-I0S-XE-
native:native/hostname --header 'accept: application/yang-data+json' --header
'cache-control: no-cache' --header 'content-type: application/yang-data+json' -k -u
username:password

Bl

Scurl --request GET --url https://<Standby RMI IP>:443/restconf/data/Cisco-I0S-XE-
native:native/hostname --header 'accept: application/yang-data+json' --header
'cache-control: no-cache' --header 'content-type: application/yang-data+json' -k -u

username :password

{
"Cisco-IOS-XE-native:hostname": "Catalyst 9800 HA2"

}
PUT EXIIXY VN1 TlEHR— b EhT. access-denied TZ7—HEIhET,

J)—X 175 ORI VI\AEZHZ I VT

DY Y—=RITIFE, KD&LSLBERIEAEENTVET,
1. RYNA Ay bO—ZTOEET=Y VYT
2. POT47AVRA=SDSDRIVINANTGA=FDE=ZFIIVYT

UEOEIavTE. ThoOmAICDOVWTEHUSHALET,

XN PO—S5TCOEEE=5 1) >

1. IF-MIB QY R—b : 2D MB 3145 —7 o1 AEHERE TS T BHICHERENET,

HA-stby#snmp get-bulk v2c <ip address> public n 0 m 1000 oid ifMIB
SNMP Response: reqid 1, errstat 0, erridx 0

ifName.1 = Gil

ifName.2 = Gi0

ifName.3 = Vo0

ifName.4 = NuO

ifName.5 = VI1

ifName.6 = VI84

ifName.7 = VI111

ifName.8 = VI184

umang_ha-stby#Slk v2c <ip address> public n 0 m 1000 oid ifAdminStatus
SNMP Response: reqid 2, errstat 0, erridx O
ifAdminStatus.1 =1
ifAdminStatus.2 =2
ifAdminStatus.3 =1
ifAdminStatus.4 = 1
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RMI ZFEHUERI VYNNI DE=ZSUVYT

ifAdminStatus.5 = 2
ifAdminStatus.6 = 1
ifAdminStatus.7 =1
ifAdminStatus.8 = 1
ifOperStatus.1 =2
ifOperStatus.2 =2
ifOperStatus.3=1
ifOperStatus.4 =2
ifOperStatus.5 =2
ifOperStatus.6 =2
ifOperStatus.7 = 2
ifOperStatus.8 =1

ELRIVIADSD T Y TREYR—bEhTOWERA,

2. RIVINA Y= TIRTDEYY—%2URXNTS/5HD showenvall DFERADYR—,

a) HA YZFAICAA—YEO—RLUET,
b) ZUTATELIVRTVINAHDEBLTVWBIRET, X5 Y/ T showenvall #R{TUET,

HA-stby#sh env all

Sensor List: Environmental Monitoring
Sensor Location State Reading

Temp: BRDTEMP1 RO Normal 35 Celsius
Temp: BRDTEMP2 RO Normal 33 Celsius
Temp: CPU Die RO Normal 45 Celsius

3. SER—I\—ADRH v I41 syslog
I—4H—AH 10S SSH F/zl& NETCONF #EHTAJZ A v LTWwhid, X¥ VA [L58F syslog H—/\—
IC syslog Z{ERIICEETEET,

a) HA R7ZzHESEET.

b) SHEOFXYI/H—N—%ZRELET,
(config)#logging host <ip>

c) d—H—H SSH F7ld NETCONF SSH BHTRAIY VY NAICATA VT BE. AT VINA
IP 15 syslog ZRETEZNESH2OF VI —N—THELEY.

Netconf :

Sep 28 10:52:43.263: %DMI-5-AUTH_PASSED: Chassis 2 R0/0: dmiauthd: User
‘asomesul’ authenticated successfully from 64.104.149.222:58970 and was
authorized for netconf over ssh. External groups: PRIV15
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RMI ZEHUCRAYYNADE=ZS VY

I0S SS :

Sep 28 10:56:02.163: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user:
asomesul] [Source: 9.4.16.172] [localport: 22] at 10:56:02 UTC Mon Sep 28 2020
Sep 28 10:56:04.183: %SYS-6-LOGOUT: User asomesul has exited tty session
1(9.4.16.172)

: > 9.4.16.172.syslog: SYSLOG local7.info, le
ngth:
00:24:08.965623 IP 9.4.16.172 > : ICMP 9.4.16.172 udp port syslog unr
eachable, length 122

> 9.4.16.172.syslog: SYSLOG local7.notice,

1689 IP 9.4.16.172 > : ICMP 9.4.16.172 udp port syslog unr
, length 188

.775070 IP .64040 > 9.4.16.172.syslog: SYSLOG local7.notice,
207

207
00:25:34.775094 IP 9.4.16.172 > : ICMP 9.4.16.172 udp port syslog unr
eachable, length 243
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FPOF47AVPO—FHEDIZV/INA/INGX—=FDE=F ) >T

1. CISCO-PROCESS-MIB DHR—K : 2D MIB |E. CPU & 7Ot ADREHBEREE =Y T 31
DIFERSINET, chid, CPU/ATYIETRATY,

ROHBAFTIE, index5 (F¥v+— 1, index6 F¥vy—Y 2 TT,

#Slk v2c <ip address> public n 0 m 1000 oid cpmProcessEntry.2
SNMP Response: reqid 16, errstat O, erridx 0
cpmProcessEntry.2.5.2890 = linux_iosd-imag
cpmProcessEntry.2.5.10111 = vman
cpmProcessEntry.2.5.11712 = Iman
cpmProcessEntry.2.5.13447 = cmand
cpmProcessEntry.2.5.17443 = cli_agent
cpmProcessEntry.2.5.21398 = psd
cpmProcessEntry.2.5.22986 = smand
cpmProcessEntry.2.5.23265 = fman_fp_image
cpmProcessEntry.2.5.23936 = repm
cpmProcessEntry.2.5.24412 = plogd
cpmProcessEntry.2.5.25914 = cman_fp
cpmProcessEntry.2.5.26655 = hman
cpmProcessEntry.2.5.26981 = fman_rp
cpmProcessEntry.2.5.27625 = dbm
cpmProcessEntry.2.6.10140 = vman
cpmProcessEntry.2.6.11662 = Iman
cpmProcessEntry.2.6.13007 = cmand
cpmProcessEntry.2.6.21071 = fman_fp_image
cpmProcessEntry.2.6.23341 = psd
cpmProcessEntry.2.6.23731 = cman_fp
cpmProcessEntry.2.6.25148 = repm
cpmProcessEntry.2.6.25424 = plogd
cpmProcessEntry.2.6.26475 = hman
cpmProcessEntry.2.6.26796 = fman_rp
cpmProcessEntry.2.6.27369 = dbm
cpmProcessEntry.2.6.27660 = cli_agent
cpmProcessEntry.2.6.28153 = linux_iosd-imag
cpmProcessEntry.2.6.30537 = smand
cpmProcessEntry.4.5.2890 = 1
cpmProcessEntry.4.5.10111 =1
cpmProcessEntry.4.5.11712 =3
cpmProcessEntry.4.5.13447 =0
cpmProcessEntry.4.5.17443 = 1
cpmProcessEntry.4.5.21398 = 2
cpmProcessEntry.4.5.22986 = 2
cpmProcessEntry.4.5.23265 =2
cpmProcessEntry.4.5.23936 =0
cpmProcessEntry.4.5.24412 =3
cpmProcessEntry.4.5.25914 =0
cpmProcessEntry.4.5.26655 =3
cpmProcessEntry.4.5.26981 =1
cpmProcessEntry.4.5.27625 =3
cpmProcessEntry.4.6.10140 = 2
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cpmProcessEntry.4.6.11662 = 2
cpmProcessEntry.4.6.13007 = 2
cpmProcessEntry.4.6.21071 =3
cpmProcessEntry.4.6.23341 =3
cpmProcessEntry.4.6.23731 =2
cpmProcessEntry.4.6.25148 = 3
cpmProcessEntry.4.6.25424 = 1
cpmProcessEntry.4.6.26475 = 1

2. CISCO-LWAPP-HA-MIB DHR— K : TD MIB (L. SSO ICEAET S HA INTA—HEEZH
ITBREHICFERAINET,

YIR— I 7+ —LF -

9800-HA#Slk v2c 1.1.1.1 public n 0 m 1000 oid ciscoLwappHaMIB
SNMP Response: reqid 62, errstat 0, erridx 0
cLMcHaPortName.0 = GigabitEthernet2
cLMcHaPortLoclpAddrType.0 = 1
cLMcHaPortLoclp.0 = A9 FE B8 4E
cLMcHaPortMask.0 = FF FF FF 00
cLMcHaPortRemotelpAddrType.0 = 1
cLMcHaPortRemlp.0 = A9 FE B8 4F
cLMcHaKeepAliveTimeOut.0 = 100
cLMcHaChassisPriority.0 = 1
cLMcHaClearConfig.0 = 2
cLMcHaKeepAliveRetryCount.0 =5
cLMcRmiConfigAction.0 = 1
cLMcRmilnterface.0 = Vlan184
cLMcRmiChassisANum.0 =1
cLMcRmiChassisAlpAddrType.0 = 1
cLMcRmiChassisAlp.0 = 09 07 B8 4E
cLMcRmiChassisBNum.0 = 2
cLMcRmiChassisBlpAddrType.0 = 1
cLMcRmiChassisBlp.0 = 09 07 B8 4F
cLMcRmiGatewayFailover.0 = 1
cLMcRmiGatewayFailoverinterval.0 = 8

3. cLHaPeerHotStandbyEvent O /R— bk : COATI U M lE, EFZDRY NXFTVINAIC
BofcltxRLET,

a) HA X7zl €Y,

b) R¥VN\AZ=)O—FLET,

o) P U T 4TS5 KXERERITUFXE T ., snmp get v2c <ip address> public oid
cLHaPeerHotStandbyEvent.0

d R VNAFRy hTREBEWES, 79714713 0 ZIRUET,

e) RZVNAHAVO—RULTRY VNI HKRy MIhEofc&id. BU 1 LEEIhZET,
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/N1 O— R

#snmp get v2c <ip address> public oid cLHaPeerHotStandbyEvent.0
SNMP Response: reqid 31, errstat O, erridx 0
cLHaPeerHotStandbyEvent.0 = 0

REZ/INTHAY hADYO—FEE

H#snmp get v2c <ip address> public oid cLHaPeerHotStandbyEvent.0
SNMP Response: reqid 33, errstat 0, erridx O
cLHaPeerHotStandbyEvent.0 = 1

4. cLHaBulkSyncCompleteEvent DHR—bk : COA T I 7 M. —ERBAIFZT Lzl %
EJVES

a) HA R7zBES X7,

b) RFZYN\4%ZVO—-KLET,

o) 7 UV T4 T B REEITL XTI . snmp get <ip address> public oid
cLHaBulkSyncCompleteEvent.0

d R VNAIFRy hTREBWES, 7I9T71471F 0 ZIRULET,

e) RNV O—RIh, RFVIIHRY MR- RIS, —ERPI/BEEH
n¥d,

I/ Y O— K

H#snmp get <ip address> public oid cLHaBulkSyncCompleteEvent.0
SNMP Response: reqid 30, errstat 0, erridx O
cLHaBulkSyncCompleteEvent.0 = 0

REZ/INADERZ /TR A

#snmp get v2c <ip address> public oid cLHaBulkSyncCompleteEvent.0
SNMP Response: reqid 32, errstat O, erridx 0
cLHaBulkSyncCompleteEvent.0 = 1601288785

5. showenv AV Y RZFERALT, 7974 7BLVRYYNA1DEVH—%2—EBEXRRL
ia-o

a) HA VAT AICA A—=Y%Z0O—RULZEY,
b) PU9TA4T7ELXVRYVINAHDBEEILI=S5. 72T 47T showenvall ZE{TL

=

#sh env all

Sensor List: Environmental Monitoring

Sensor Location State Reading
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Temp: BRDTEMP1 RO Normal 39 Celsius
Temp: BRDTEMP2 RO Normal 36 Celsius
Temp: CPU Die RO Normal 47 Celsius

Stby Temp: BRDTEMP1 RO Normal 36 Celsius
Stby Temp: BRDTEMP2 RO Normal 33 Celsius
Stby Temp: CPU Die RO Normal 46 Celsius

6. show env chassis <standby chassis num>r0 AY Y RZFERALT. A9V N1y —%2—8F
~LET,

a) HA YATAICAA—=IZ0O—KRLET,

b) PUOTATELIVRTIYNADBEE LIS, 770 T« 7 T show env chassis <standby
chassis num>r0 ZER{TLEYT. RAFVYN\ADSTF7IVTF47AvbO—-ZDEVH—
ERRNTDICIE. 7974790 v—2Dov—IFBEZEBEELTCRALIOY Y KEE
FAULZEY,

#sh envcha2r0

Sensor List: Environmental Monitoring
Sensor Location State Reading

Stby Temp: BRDTEMP1 RO Normal 35 Celsius
Stby Temp: BRDTEMP2 RO Normal 33 Celsius
Stby Temp: CPU Die RO Normal 45 Celsius

7. YANG ZEALTT7 VT4 7ELVRIVYNNL1DEYY—ZBELEY,

a) HA YATAICAA—=IZz0—RULET,
b) NETCONF on the CISCO-I0S-XE-environmen-oper ZR{TL XY,

KTt CDIEREERIFT B/=DICIEHFT S xpath €2 2—/L T,

Module  Cisco-10S-XE-environment-oper

Revision 2019-05-01
Revision Info Added semantic version
Description This module contains a collection of YANG definitions

for monitoring Environment of a Network Element.

Copyright (c) 2015 by Cisco Systems, Inc.

All rights reserved.

Organization Cisco Systems, Inc.

Imports

"cisco-semver"

Namespace http://cisco.com/ns/yang/Cisco-I0S-XE-environment-oper
Prefix environment-ios-xe-oper

Namespace Prefixes

cisco-semver  http://cisco.com/ns/yang/cisco-semver

environment-ios-xe-oper http://cisco.com/ns/yang/Cisco-I0S-XE-environment-oper
Modtype module

Operations

”get”

65


http://cisco.com/ns/yang/Cisco-IOS-XE-environment-oper
http://cisco.com/ns/yang/cisco-semver
http://cisco.com/ns/yang/Cisco-IOS-XE-environment-oper

Cisco Catalyst 9800 1) —X T4 ¥ L Xd> kO—7S (Cisco IOS XE Bengaluru 17.6) Sa]A4%E SSO
BAAAR

RMI ZERBLURYVYINADE=S YT

XIc, BEZD/EDIC yang DS EFRLFET,

Table Record Index 0 = {

[0] state = Normal

[1] current_reading = 35

[2] sensor_units = SENSOR_UNIT_CELSIUS
[3] low_critical_threshold = 60

[4] low_normal_threshold = -2147483647
[5] high_normal_threshold = 53

[6] high_critical_threshold = 60

[7] sensor_name = SENSOR_TYPE_TEMPERATURE
[8] name = Temp: BRDTEMP1

[9] location = RO

}

Table Record Index 1 = {

[0] state = Normal

[1] current_reading = 33

[2] sensor_units = SENSOR_UNIT_CELSIUS
[3] low_critical_threshold = 64

[4] low_normal_threshold = -2147483647
[5] high_normal_threshold = 57

[6] high_critical_threshold = 64

[7] sensor_name = SENSOR_TYPE_TEMPERATURE
[8] name = Temp: BRDTEMP2

[9] location = RO

}

Table Record Index 2 = {

[0] state = Normal

[1] current_reading = 45

[2] sensor_units = SENSOR_UNIT_CELSIUS
[3] low_critical_threshold = 104

[4] low_normal_threshold =-2147483647
[5] high_normal_threshold = 93

[6] high_critical_threshold = 104

[7] sensor_name = SENSOR_TYPE_TEMPERATURE
[8] name = Temp: CPU Die

[9] location = RO

}

Table Record Index 3 = {

[0] state = Normal

[1] current_reading = 39

[2] sensor_units = SENSOR_UNIT_CELSIUS
[3] low_critical_threshold = 60

[4] low_normal_threshold =-2147483647

[5] high_normal_threshold = 53

[6] high_critical_threshold = 60

[7] sensor_name = SENSOR_TYPE_TEMPERATURE
[8] name = Stby Temp: BRDTEMP1

[9] location = RO

}

66



Cisco Catalyst 9800 &) —X T4 ¥ L Xd> kO—73 (Cisco IOS XE Bengaluru 17.6) Sr]AY SSO
BAAAR
RMI ZFEHUERI VYNNI DE=ZSUVYT

Table Record Index 4 = {

[0] state = Normal

[1] current_reading = 36

[2] sensor_units = SENSOR_UNIT_CELSIUS
[3] low_critical_threshold = 64

[4] low_normal_threshold =-2147483647
[5] high_normal_threshold = 57

[6] high_critical_threshold = 64

[7] sensor_name = SENSOR_TYPE_TEMPERATURE
[8] name = Stby Temp: BRDTEMP2

[9] location = RO

1

Table Record Index 5 = {

[0] state = Normal

[1] current_reading = 47

[2] sensor_units = SENSOR_UNIT_CELSIUS
[3] low_critical_threshold = 104

[4] low_normal_threshold =-2147483647
[5] high_normal_threshold = 93

[6] high_critical_threshold = 104

[7] sensor_name = SENSOR_TYPE_TEMPERATURE
[8] name = Stby Temp: CPU Die

[9] location = RO

}

8. snmpwalkk ZHEALT. 7974 7HLVRIVINADER, 77Y. BLUV RP YV —
DERZEELET,

a) HA VAT AICA A=Y Z0O—RULEY,

b) RZVINAHBEMLIZS. FED Linux IV VDS snmpwalk ZRITUET,

c) Cllshowinventoryraw ZX{TL, AZYINNAETF VT4 7DV —%MEEL
9,

d ITYVTF47T4 MIB BLUtEYHY— MIB T snmpwalk ZE{TL. BER. 77V. &
LU RP EYH =N CUHNIDEE - B L ZHRELET.

XIC, EZD/0IC snmpwalk D AERL FET,
SNMPv2-SMI::mib-2.47.1.1.1.1.7.1 = STRING: "Multi Chassis System"
SNMPv2-SMI::mib-2.47.1.1.1.1.7.2 = STRING: "Chassis 1"
SNMPv2-SMI::mib-2.47.1.1.1.1.7.3 = STRING: "Chassis 1 Power Supply Bay 0"
SNMPv2-SMI::mib-2.47.1.1.1.1.7.4 = STRING: "Chassis 1 Power Supply Module 0"
SNMPv2-SMI::mib-2.47.1.1.1.1.7.5 = STRING: "Vin P0/Q"
SNMPv2-SMI::mib-2.47.1.1.1.1.7.6 = STRING: "lin  P0O/1"
SNMPv2-SMI::mib-2.47.1.1.1.1.7.7 = STRING: "Vout P0O/2"

SNMPv2-SMI::mib-2.47.1.1.1.1.7.8 = STRING: "lout P0/3"
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RMI ZEHUCRAY Y NADE=ZS VY

SNMPv2-SMI::
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI::
SNMPv2-SMI::

:mib-2.47.1.1.1.1.7.10 = STRING: "Temp2
:mib-2.47.1.1.1.1.7.11 = STRING:
::mib-2.47.1.1.1.1.7.14 = STRING
:mib-2.47.1.1.1.1.7.23 = STRING:
:mib-2.47.1.1.1.1.7.44 = STRING:
:mib-2.47.1.1.1.1.7.55 = STRING:
:mib-2.47.1.1.1.1.7.56 = STRING
:mib-2.47.1.1.1.1.7.57 = STRING:

:mib-2.47.1.1.1.1.7.58 = STRING:

:mib-2.47.1.1.1.1.7.507 = STRING: "Stby Temp1

mib-2.47.1.1.1.1.7.9 = STRING: "Templ P0O/4"
PO/5"

"Temp3 PO/6"

: "Chassis 1 Power Supply 0"

"Chassis 1 Power Supply Bay 1"

"Chassis 1 Fan Tray"

"Chassis 1 Fan 2/0"

: "Chassis 1 Fan 2/1"

"Chassis 1 Fan 2/2"

"Chassis 1 Fan 2/3"

:mib-2.47.1.1.1.1.7.500 = STRING: "Chassis 2"

:mib-2.47.1.1.1.1.7.501 = STRING: "Chassis 2 Power Supply Bay 0"
:mib-2.47.1.1.1.1.7.502 = STRING: "Chassis 2 Power Supply Module 0"
:mib-2.47.1.1.1.1.7.503 = STRING: "Stby Vin P0/0"
:mib-2.47.1.1.1.1.7.504 = STRING: "Stby lin P0/1"
:mib-2.47.1.1.1.1.7.505 = STRING: "Stby Vout P0/2"
:mib-2.47.1.1.1.1.7.506 = STRING: "Stby lout PO/3"

PO/4"

:mib-2.47.1.1.1.1.7.508 = STRING: "Stby Temp2 P0/5"

:mib-2.47.1.1.1.1.7.509 = STRING: "Stby Temp3 P0/6"

mib-2.47.1.1.1.1.7.512 = STRING: "Chassis 2 Power Supply 0"

mib-2.47.1.1.1.1.7.521 = STRING: "Chassis 2 Power Supply Bay 1"

SNMP #{ERULT7 VT4 7% BUIERYYN\AOY bO—5DA Y
Y—T 1A RRAT—H R

17.6 TlE. CISCO_LWAPP-HA-MIB @ stby 1 Y% —7 x4 ATV M ICEET %.RD MIB

ATz MDY R—FShTVET,

stbylfIndex
stbylfName

stbylfPhysAddress
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RMI ZEHUCRAYYNADE=ZS VY

e stbyifOperStatus
e stbyifAdminStatus

TO9T47AMA—FDOITAVLABEBA VY —T 1R, TREBEBA VY —T A4
2, BLUYH—EZRR—F (FNARABEBA VY —T x4 RX) T. SNMP #FHTZEYI,

MIB

CISCO-
LWAPP-
HA-MIB

CISCO-
LWAPP-
HA-MIB

CISCO-
LWAPP-
HA-MIB

CISCO-
LWAPP-
HA-MIB

MIB A7 x
N

stbylfTable

stbylfEntry

stbyiflndex

stbyifName

B

AV5—T 4RIV MDY R b

REDA VY —T7 1 RICEET S
EEBHRESLCIVNY

BAVI—T /A AICEEOEO L
DKREME, EIE. 1 hSHBSH
EHEMICEID Y TSR TSI EN
HREINFET, FIVIY—T MR
BITLAVOEIR. TVT4T74D
XY RNT—UEBY AT LADDVIEL
&b BEOBIEE, SROBHHA
ftxT. " BEMHEZH#ILTVINE
HHOET,

AVI—T A ADTFIAMEZID
A7V bOEERE. O—AILTN
1 ZAICEL>TEDYTENIAY
=T TAAETHH. TINA1AD
AVY—=ILICANENSIAYYRT
OFEAICELTVWEYT., Thid.
MNeOl BREDTF AR, Tl
M1 BEDBMBR—NBEETH
D, TINAADA VT —T 14 R%
BEVYIYIRCISULTRERD E
9, ifTable NOEHDOTV MY HE
BEIC., TNARICEDBRINIEES
NiEBE—DAv9—7xz14R%%0L
TW3EE, BTV MJUIRELED
ifName ##5%9., Z0Dd (7
OFfvanhfk) TN A LDEBEA
v —T x4 RICET S SNMP ¥
IVECKHETEI—YzY hDE
B, DEIBAVI—T A AD
ifName DfEIF. F7OFYEhiT
NAZ2OO—-AIILZERDET,
O—AILENBVEFEEP. WHES

OID

1.3.6.1.4.1.9.9.843.1.8.1

1.3.6.1.4.1.9.9.843.1.8.1.1

1.3.6.1.4.1.9.9.843.1.8.1.1.1

1.3.6.1.4.1.9.9.843.1.8.1.1.2
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RMI ZEHUCRAYYNADE=ZS VY

CISCO-
LWAPP-
HA-MIB

CISCO-
LWAPP-
HA-MIB

CISCO-
LWAPP-
HA-MIB

stbyifPhysAddress

stbyifAdminStatus

stbyifOperStatus

FETHIDAT7 IV MHERS
NBRWMES., TOATY 7 MK
R3IH 0 OXFIIHEMEI N

ESC

ZORINGTLAVICEITZTY
A—T A ADT7RL R, Iz&x
., 802x 1 v —7 114 ADi5
&, BECOAT7I U MiE MAC
PRLREEHEFT, 1V59—Tx
A RADATAT7EBED MB [, &
DATI I hDEOEY MEEIN
1 ME. BLUOEAZERZELTVE
. CDESIBTRLRAZFLREWN
AVF—=7 4R (VY T7IERRE
E) OIgE. I0ATIV UM
TORDAVTv hXFFHEEH
7.

AV —7 4 ZADOBEYRIREE,
testing3) IKEEIX. BT M TE
SEMENTY MH BN EZRULE
¥, BEEGRY AT AN S N
L. IRTDAVI—T 14 Rl
ifAdminStatus H' down(2) {REETH
BMULEYT, ARMNBEER7 /3y
DERELT, FLEEBEEBEGHRIX
TAICEDRBSNTWVWBRERER
ICf€ > T. ifAdminStatus & up(1)
F7-1d testing(3) REEICEDLOHET
(F7cld down(2) REEZ AR L
£9).

Chig. 7974 7DRBROREIC
EIJWTWEY,

(fezlg, BEESFOV LTSS
FiE 2. ZzotDFEIFE. 7O
TATERIVINAH 2 [TIRD
x9)

AVI—T7x4 ZADREDOHERK
HE, testing(3) KEEIE, EF 2 &
TEDEENTY MHBRWT EZETR
L ¥ 9. ifAdminStatus »' down(2)
D 35 & . ifOperStatus (& down(2)
&ib 9, ifAdminStatus A% up(1)
KB LTS, 1 V9—T 14X
TRYNT—V RS T4 v EER
ETE2RETHNIL ifOperStatus
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iE up(M) IEEDLDOET, 15—
TAAWNEBT I a v E[FHU
TW3iHE (VY ZIEIRNEEE
HMEZFRLULTWBRIBZERE) &,
ifOperStatus (& dormant(5) ICZ b
DEFT, AVF—Tx414RH up(1)
REICBITI 2021 T 2EELE
EIZHEICERD . ifOperStatus &
down(2) HREZHFLET. 1V
Y—T7 A RQIAVKR—V K~ (@
BREIN—FDzT) ELTWVDS
124, ifOperStatus |& notPresent(6)

REZHFLET,
Chid. 19— x4 2ADRED
REICEDEZXT,

7 : MTU. Ifspeed. ifLastChange ICBETBRAYVYNA A V5 —T A4 X T—FFHR—k
ShTLWEEA

RIS, RIVYNA A V=T AR ITVTA4T14DFIERLET,

WLC#snmp get-bulk v2¢ 111.1.1.215 public n 0 m 1000 oid stbylfEntry

SNMP Response: reqid 1, errstat 0, erridx 0

stbyifindex.1 = 1

stbyiflndex.2 = 2

stbyifindex.3 = 3

stbyifindex.4 = 4

stbyifindex.5 =5

stbyiflndex.6 = 6

stbyiflndex.7 = 7

stbyiflndex.8 = 8

stbyiflndex.9 = 9

stbyifindex.10 = 10

stbyifName.1 = Gif

stbyifName.2 = Gi0

stbyifName.3 = Vo0

stbyifName.4 = NuO

stbyifName.5 = VI1

stbyifName.6 = Lo0

stbyifName.7 = VI111

stbyifName.8 = VI333

stbyifName.9 = V1444

stbyifName.10 = VI555

stbyifPhysAddress.1 = 00 0C 29 23 DB 56

stbyifPhysAddress.2 = 00 00 00 00 00 00
71



Cisco Catalyst 9800 &) —X T4 ¥ L X3 kO—73 (Cisco IOS XE Bengaluru 17.6) Sr]A4 SSO
BAAAR

RMI ZEHUCRAYYNADE=ZS VY

stbyifPhysAddress.3 =
stbyifPhysAddress.4 =
stbyifPhysAddress.5 = 00 1E 7A 4C 89 FF
stbyifPhysAddress.6 =
stbyifPhysAddress.7 = 00 1E 7A 4C 89 FF
stbyifPhysAddress.8 = 00 1E 7A 4C 89 FF
stbyifPhysAddress.9 = 00 1E 7A 4C 89 FF
stbyifPhysAddress.10 = 00 1E 7A 4C 89 FF
stbyifAdminStatus.1 = 1
stbyifAdminStatus.2 = 2
stbyifAdminStatus.3 = 1
stbyifAdminStatus.4 = 1
stbyifAdminStatus.5 = 1
stbyifAdminStatus.6 = 2
stbyifAdminStatus.7 = 1
stbyifAdminStatus.8 = 1
stbyifAdminStatus.9 = 1
stbyifAdminStatus.10 = 1
stbyifOperStatus.1 = 1
stbyifOperStatus.2 = 2
stbyifOperStatus.3 = 1
stbyifOperStatus.4 = 1
stbyifOperStatus.5 = 1
stbyifOperStatus.6 = 2
stbyifOperStatus.7 = 1
stbyifOperStatus.8 = 2
stbyifOperStatus.9 = 2
stbyifOperStatus.10 = 2
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