InformaCast Basic Paging Release Notes

InformaCast Basic Paging version 14.4.2 (InformaCast) is a popular IP broadcasting application. These
release notes document the compatibility requirements, new features, and known/resolved issues in the
latest version.

Compatibility

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.5.1, 12.0.1, 12.5.1, and 14.0.1.

New Feature

New Upgrade File for pre-12.0.1 Versions of InformaCast. Two new files
(CiscoPagingServer_UpgradeFrom115To-12.17.1.iso and
CiscoPagingServer_UpgradeFrom1217To-14.4.2.is0) have been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

e For 8.3 or 8.4 versions to the current version, you will install three package files and two ISO files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0,
and CiscoPagingServer_UpgradeFrom1217To-14.4.2.i50)

e For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and two ISO files
(CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-14.4.2.is0)

e For9.1.1,11.0.1,11.0.2, or 11.0.5 to the current version, you will install one package file two ISO
files (CiscoPagingServer_11.5.2.deb, CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-14.4.2.is0)

e For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-14.4.2.is0)

InformaCast Virtual Appliance 8.5.1, 9.1.1, 11.5.x and 12.17.1 are waypoints in the upgrade process.
For 8.3 and 8.4 versions of the InformaCast Virtual Appliance, you must upgrade to 8.5.1, reboot the
InformaCast Virtual Appliance, upgrade to 9.1.1, reboot the InformaCast Virtual Appliance, upgrade
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to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.4.2. For 8.5.1, 9.0.1, and 9.0.2 versions of the
InformaCast Virtual Appliance, you must upgrade to 9.1.1, reboot the InformaCast Virtual Appliance,
upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.4.2. For 9.1.1, 11.0.1, 11.0.2, 11.0.5
versions of the InformaCast Virtual Appliance, you must upgrade to 11.5.2, upgrade to 12.17.1, and
finally upgrade to 14.4.2. For 11.5.1, 11.5.2, 12.0.1, 12.0.2 and 12.1.1 versions of the InformaCast
Virtual Appliance you must first upgrade to 12.17.1 and then you can upgrade to 14.4.2.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Announcement

Log4j2 Vulnerabilities Mitigated. On December 9, 2021, Log4j team disclosed a high-severity
vulnerability in multiple versions of Log4j2 (see CVE-2021-44228 for more details). A second
vulnerability was discovered on December 14 (see CVE-2021-45046 for more details) Upgrading to
InformaCast 14.4.2 includes Log4j2 version 2.16, which resolves both vulnerabilities. Search for
CSCwa47395 in Cisco’s bug search tool for current details.

Resolved Caveats

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool
(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have
a valid Cisco.com user ID and password.
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https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://www.singlewire.com/help/basic/#t=InformaCast_Fusion%2FWebmin%2FUpgrade_On-premises_Server.htm
https://nvd.nist.gov/vuln/detail/CVE-2021-45046
https://tools.cisco.com/bugsearch/​
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